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Abstract: In order to overcome the problems of low positioning accuracy and 
long time-consuming of traditional anomaly node location methods, a new 
anomaly node location method of industrial internet of things based on feature 
fuzzy clustering is proposed in this paper. Firstly, collect the operation data of 
all nodes in the coverage area of the industrial internet of things. Secondly, 
according to the node operation data collection results, the standard deviation 
method is used to standardise the industrial internet of things node data, and 
extract the characteristics of abnormal nodes. Finally, the fuzzy clustering 
method is used to cluster the abnormal nodes, and the trilateral localisation 
method is used to locate the abnormal nodes according to the clustering results. 
The experimental results show that this method can reduce the positioning time 
on the premise of improving the positioning accuracy, and the average 
positioning accuracy reaches 99.11%. 
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1 Introduction 

With the development of the industrial internet of things, the number of devices in it is 
gradually increasing, which makes the management of the industrial internet of things 
more and more difficult (Liu et al., 2021). In particular, the fault alarm mode of the 
industrial internet of things is mainly threshold alarm. In order to improve the alarm 
accuracy, it is necessary to set the alarm threshold index more sensitive, so many false 
alarms will be generated, and the false alarms will greatly interfere with the positioning 
accuracy of abnormal nodes (Peng et al., 2021; Nayak et al., 2021; Fu et al., 2021). 
Although the operation and management personnel of the industrial internet of things will 
manually locate the abnormal nodes, it requires a lot of energy, and the delay of manual 
positioning is high, which reduces the operation safety and reliability of the industrial 
internet of things, resulting in the reduction of the service quality of the industrial internet 
of things (Ma et akl., 2021). Therefore, in order to improve the security of the industrial 
internet of things, it is necessary to accurately and quickly locate abnormal nodes. 

Tang (2021) proposes an abnormal node location method based on background 
perception, which analyses the process and state of node motion, and calculates the 
anomaly degree of the node through the background perception method. According to the 
calculation results of anomaly degree, the lost state is inserted into the node state, and the 
motion trajectory of the node is re planned. Finally, the strategy of iterative calculation is 
used to detect abnormal nodes according to the sequence of node states. However, there 
is a certain gap between the abnormal node location results of this method and the actual 
abnormal nodes. Lin et al. (2020) proposes an abnormal node location method based on 
random matrix theory, which constructs the node operation matrix according to the 
characteristics of the original node data, and reduces the dimension of the node data. 
According to the results of dimensionality reduction, the anomaly of nodes is judged by 
the average spectral radius of nodes. Singular value method is used to locate abnormal 
nodes. However, the calculation process of this method is complex, resulting in a long 
time for the final positioning. Lu et al. (2020) proposes an abnormal node location 
method based on graph signal processing. In this method, sensors are used to build the 
nearest neighbour graph signal model of nodes, and the smoothness of nodes is counted 
according to the model. According to the statistical results, the decision threshold is set to 
determine whether the node is abnormal and complete the positioning of abnormal nodes. 
However, this method has the problem of insufficient accuracy in locating abnormal 
nodes. 

In order to solve the problems of low positioning accuracy and long positioning time 
in the traditional positioning methods mentioned above, a feature fuzzy clustering-based 
anomaly node location method for industrial internet of things is proposed. The overall 
research scheme of this method is as follows: 

1 Analyse the coverage area of the industrial internet of things and collect the 
operation data of all nodes in the internet of things. 

2 Based on the collected industrial IoT node data, the standard deviation method is 
used to standardise the industrial IoT node data and extract the characteristics of 
abnormal nodes. According to the extracted abnormal node characteristics, the fuzzy 
clustering method is used to cluster the abnormal nodes, and the trilateral positioning 
method is used to locate the abnormal nodes according to the clustering results. 
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3 Experimental verification: Take the time consuming and positioning accuracy of 
abnormal nodes in the industrial internet of things as the experimental comparison 
indicators to carry out comparative verification of various methods. 

2 Abnormal node location of industrial internet of things based on feature 
fuzzy clustering 

2.1 Industrial IoT node operation data collection 

Suppose the side length of the node distribution area in the industrial internet of things is 
M, the nodes in the area will form a cluster head Sch(u) with Nf frames, and the time 
window between node i and link j is t(n) = [(n – 1)Tw, nTw]. The node distribution in the 
industrial internet of things is shown in Figure 1. 

Figure 1 Node distribution of industrial internet of things 
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In order to locate abnormal nodes in the industrial internet of things, it is necessary to 
accurately collect a large number of operation data of internet of things nodes, and extract 
node characteristics through data analysis, so as to determine the location of abnormal 
nodes. Therefore, first of all, we need to collect the operation data of industrial IoT 
nodes. 

According to the initial position of the industrial IoT node, the optimal networking 
processing is carried out for the industrial IoT, so the node position control function as 
shown in formula (1) is constructed: 
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In the formula, E′res represents the survival probability of industrial IoT nodes,  
ni represents nodes, r represents the transmission link layer of industrial IoT, and r

aE  
represents the residual transmission energy of industrial IoT nodes (Lu et al., 2020). 

With the support of node position control function, the distributed energy 
characteristics of industrial IoT nodes are calculated: 
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In the formula, Li represents the node correlation of the industrial internet of things, r
iS  

represents the area covered by the node, and ERx(l) represents the energy function of the 
node. 

Through the optimisation of the node location of the industrial internet of things, the 
node energy consumption in a single cluster is calculated: 
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L
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=   (3) 

In the formula, r
iN  represents the sparsity coefficient of node data (Zhang, 2021). 

According to the calculation results of node energy consumption, the industrial 
internet of things nodes is thinned. The transformation basis of thinning is ψ(N × N), and 
the thinned nodes can be expressed as x = sψ, and the optimal solution of node energy 
scheduling can be calculated: 

1

iL
F r DFr

E l E
=

=  (4) 

In the formula, EDF represents the energy consumed by node scheduling (Venkatesan and 
Prabhavathy, 2019). 

Combined with the above calculation results, build the energy cost of node operation 
data collection: 

int R T FE E E E= + +  (5) 

The coverage area of industrial IoT nodes should meet the following conditions: 

0 1 1 1 1 0N N NE E L p L p+ ++ + − − − =   (6) 

In the formula, E0 represents the energy of the initial node in the industrial internet of 
things. According to the coverage area of the node, build the operation data collection 
formula of the industrial internet of things node as shown in formula (7): 

( ) ( ) ( ) ( )1 1 1 0 1 1 1log log 0N N N N NF f p f p m E L p m E L p+ −= + + − − − − =   (7) 

Through the above calculation, the operation data of all nodes in the industrial internet of 
things can be collected. 

2.2 Abnormal node feature extraction of industrial internet of things 

For the active industrial internet of things, to locate abnormal nodes, it is necessary to 
extract the characteristics of abnormal nodes, so as to avoid positioning errors. 

For m nodes in the industrial internet of things, the dimension of the characteristic 
vector of the node is ni, and the characteristic space of the node in the industrial internet 
of things space Ω is Ai. Therefore, the characteristic vector of the abnormal node of the 
industrial internet of things can be expressed as: 

[ ],1 ,2 ,Ω , , , ii i i u n ia δ a a a A= ∈ ∈  (8) 
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The standard deviation method is used to standardise the processing of industrial IoT 
node data (Venkatesan and Prabhavathy, 2019; George et al., 2019; Meng et al., 2021). 
Because the positioning of abnormal nodes is based on the abnormal node operation data, 
the standard deviation method can more accurately describe the change characteristics of 
node operation data, so as to improve the accuracy of node feature extraction. 

The combination standardisation processing formula of the eigenvector between the 
ith node and the jth node is: 

( )
.*

,

,

j
i j i

i j
j

i j i
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−
=

−
 (9) 

After the standardisation of node feature data, extract the one-dimensional feature vector 
of abnormal nodes: 

[ ] [ ]1 2 1,1 1 1 2,1 2,1 2, 2 ,11 , , , Ω , , , , , , , , ,m n n mT a a a δ a a a a a a= × ∈ +      (10) 

In the formula, T represents the combined characteristic two-dimensional matrix of nodes 
(Mohammed et al., 2020). 

According to the different operating states of industrial IoT nodes, the  
two-dimensional eigenvector matrix of abnormal nodes is constructed: 
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Through the above calculation, the abnormal node characteristics of the industrial internet 
of things are accurately extracted to provide effective support for the location of 
abnormal nodes. 

2.3 Abnormal node location of industrial internet of things based on fuzzy 
clustering 

According to the above extracted abnormal node characteristics of the industrial internet 
of things, the fuzzy clustering method are used to locate the abnormal nodes. Fuzzy 
clustering analysis is an analysis method of clustering objective things by establishing 
fuzzy similarity relationship according to the characteristics, closeness and similarity 
between objective things. The result of fuzzy clustering makes each data may eventually 
belong to multiple clusters. Each data assigns a membership degree to each cluster, and 
the result of clustering can be expressed as a fuzzy matrix. Therefore, we can get more 
intuitive clustering results and improve the accuracy of abnormal node location in the 
industrial internet of things. 

The distance of the abnormal node is set as {d1, d2, …, dn}, and the distance data is 
divided according to a group of three distance information, and then the trilateral 
positioning algorithm is used to obtain the node positioning results (Yu et al., 2021). 
Firstly, the initial sample nodes are clustered by fuzzy clustering algorithm to screen the 
distance information of nodes. 
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The sample data of the industrial internet of things node is X = {(xi, yi) | i = 1, 2,  
…, M}, and the membership matrix of the sample data is (0)(0) ( ),ikU u=  then the fuzzy 
clustering centre of abnormal nodes is constructed: 

( 1)
( ) 1

( 1)
1

, 1, 2, ,
m

m

n l
kikl k

i n l
ikk

u x
v i c

u

−
=

−
=

= =


  (12) 

In the formula, l represents the number of iterations (Pan et al., 2019). 
Correct the membership of the sample data: 
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According to the modified membership degree, the objective function of clustering is 
constructed: 

( ) ( ) ( )2( ) ( )( ) ( ) ( )
1 1

,
mm c l ll l l

ik ikk i
J U V u d

= =
=   (14) 

In the formula, ( ) ( ) .l l
k iikd x v= −  

The termination tolerance of membership degree is defined as εk > 0, and the 
maximum number of iterations is Lmax. If ( ) ( 1)max{| |}l l

kik iku u ε−− <  exists, the clustering 
iteration is stopped, otherwise the iterative calculation needs to be repeated until the 
above conditions are met. 

After the above iterative clustering, the membership matrix and clustering centre of 
abnormal nodes in the internet of things can be obtained, and when the objective function 
reaches the minimum value, the attribution of different abnormal nodes can be 
determined. When there is max{ },jk ik

l i c
u u

≤ ≤
=  sample xk can be classified as class c. 

According to the clustering results of nodes, the abnormal nodes of the industrial 
internet of things are located by using the trilateral location algorithm. If the beacon node 
is set as (xi, yi), i = 1, 2, …, M and the coordinates of the unknown abnormal node are  
(x, y), the following equations can be obtained: 

( ) ( )2 2 2 , 1, 2, ,i i ix x y y d i M− − = =   (15) 

1 1,i i i ix x x y y y
M M

− = − − =   (16) 

2 2 2 2 2 2 2 2 21 1 1, ,i i i i i i ix x x y y y d d d
M M M

− = − = − =      (17) 

According to the trilateral positioning principle, when the number of beacon nodes is 
greater than 3, the above equations can be converted into linear equations as follows: 
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By solving the linear equation shown in formula (18), the location results of abnormal 
nodes in the industrial internet of things can be obtained, and the location of abnormal 
nodes can be completed. 

The abnormal data location process of industrial internet of things based on feature 
fuzzy clustering is shown in Figure 2. 

Figure 2 Abnormal node location process 
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3 Experimental verification 

The above process completes the research on the abnormal node location of the industrial 
internet of things from the theoretical part. In order to verify the practical application 
performance of the proposed location method, comparative test experiments are carried 
out. 

3.1 Experimental data 

The data of this experiment is collected from an industrial internet of things. LoRa dual 
frequency data acquisition system is used to collect the operation data of nodes in the 
industrial internet of things. Industrial IoT parameters are shown in Table 1. 
Table 1 Industrial IoT parameters 

Parameter Parameter value 
Internet of things area 1,000 ∗ 1,000 m 
Sink node coordinates 0.5 ∗ 100, 0.5 ∗ 100 
Number of nodes 100 
Number of sink nodes 1 
Number of malicious nodes 1 
Probability of cluster head node selection 0.1 
Maximum number of rounds 100 
Node communication radius 20 m 

LoRa dual frequency data acquisition system includes low-speed acquisition frequency 
band and high-speed acquisition frequency band, which are respectively applicable to 
data acquisition of different frequency bands, and can meet the needs of data acquisition 
of this node operation. Collect the operation data of 1,000 nodes and take it as sample 
data. The schematic diagram of operation data collection of IoT nodes is shown in  
Figure 3. 

Figure 3 Industrial internet of things node data collection 
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3.2 Experimental scheme and index 

In order to fully verify the abnormal node location performance of this method, taking the 
abnormal node location accuracy and abnormal node location time as experimental 
comparison indicators, this method is compared with Tang (2021) and Lin et al. (2020) 
methods: 

• Positioning accuracy of abnormal nodes: The positioning accuracy of abnormal 
nodes refers to the consistency between the positioning results of abnormal nodes of 
different methods and the actual abnormal nodes. The higher the positioning 
accuracy of abnormal nodes, the stronger the positioning performance of the method. 

• Abnormal node location time: Abnormal node location time refers to the time spent 
by different methods to locate the abnormal node. The shorter the location time is, 
the higher the location efficiency of the method is. 

3.3 Analysis of experimental results 

3.3.1 Positioning accuracy of abnormal nodes 
As the fundamental performance of the positioning method, the positioning accuracy of 
abnormal nodes can directly reflect the positioning performance of different methods. 
Therefore, the positioning accuracy of abnormal nodes is selected as the method 
performance test index. In order to improve the reliability of the experimental results, 
Tang (2021) and Lin et al. (2020) methods are selected for comparison and verification. 
The comparison results of abnormal node positioning accuracy of the three methods are 
shown in Table 2. 
Table 2 Positioning accuracy of abnormal nodes 

Number of 
experiments 

Positioning accuracy of abnormal nodes / % 
Method in this paper Method of Tang (2021) Method of Lin et al. (2020) 

1 99.9 79.8 78.5 
2 99.6 79.4 85.5 
3 99.0 78.8 88.6 
4 99.8 79.7 81.9 
5 99.7 79.5 77.8 
6 99.5 79.3 70.6 
7 98.7 86.7 76.7 
8 96.7 81.4 81.8 
9 98.6 72.3 74.8 
10 99.6 82.6 79.3 
Mean value 99.11 79.95 79.55 

From the comparison results of abnormal node positioning accuracy shown in Table 2, it 
can be seen that during many tests, the positioning accuracy of Tang (2021) and Lin et al. 
(2020) methods is always lower than that of this method. The average value of abnormal 
node positioning of this method is 99.11%, the average value of abnormal node 
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positioning of Tang (2021) method is 79.95%, and the average value of abnormal node 
positioning accuracy of Lin et al. (2020) method is 79.55%. Therefore, this method can 
effectively improve the effectiveness of abnormal node location in the industrial internet 
of things. 

3.3.2 Time consuming for abnormal node location 
As the industrial internet of things involves the transmission of a number of industrial 
data, once there is an abnormal node in the industrial internet of things for a long time, it 
will seriously affect the security of data transmission in the industrial internet of things. 
Therefore, higher requirements are put forward for the time-consuming method of 
abnormal node location, so it is necessary to verify the time-consuming method of 
abnormal node location in the industrial internet of things. The time-consuming results of 
abnormal node location of different methods are shown in Figure 4. 

Figure 4 Time consuming for abnormal node location 

 

Observing the time-consuming comparison of abnormal node location shown in Figure 4, 
it can be seen that among the three location methods, the time-consuming of abnormal 
node location in this method is the shortest, no more than 5 s; the time-consuming of 
locating abnormal nodes in Tang (2021) method shows a fluctuating trend, with the 
highest value of about 23 s; the time-consuming of locating abnormal nodes in the 
method of Lin et al. (2020) shows a sudden rise and then decline, with the highest value 
of about 28 s. Compared with the two literature comparison methods, this method can 
effectively reduce the time-consuming of abnormal node location and ensure the security 
of industrial IoT data. 
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4 Conclusions 

In order to improve the security of the operation of industrial internet of things, an 
abnormal node location method of industrial internet of things based on feature fuzzy 
clustering is proposed, and the performance of the method is verified from both 
theoretical and experimental aspects. This method has higher accuracy and shorter  
time-consuming when locating abnormal nodes in the industrial internet of things. 
Specifically, compared with the abnormal node location method based on background 
perception, the abnormal node location accuracy of this method is significantly improved, 
and the average location accuracy reaches 99.11%; compared with the abnormal node 
location method based on random matrix theory, the abnormal node location time of this 
method is significantly shortened, and the maximum time is no more than 5 s. Therefore, 
it fully shows that the proposed location method based on feature fuzzy clustering can 
better meet the requirements of abnormal node location in the industrial internet of 
things. 
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