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Abstract: The internet of things (IoT) has advanced quickly, providing customers with
significant convenience in a variety of areas, including smart homes, smart transportation, and
more. It might potentially pose security issues too. Significant security difficulties for the
communications between such devices are brought on by the development of smart devices in
IoT networks. As the IoT ecosystems develop, blockchain will become a platform for their
security. Blockchain is a decentralised, distributed technology that may be able to address the IoT
network security issues. Blockchain can address IoT restrictions on privacy and data protection.
10T is not a good fit for blockchain because of its high computing complexity, limited scalability,
significant bandwidth overhead, and latency. This study develops an effective blockchain
paradigm to address IoT requirements. Initially, the dataset is collected from the IoT sensors and
pre-processed using the normalisation method. The pre-processed data is validated using smart
contracts and stored in the blockchain network. Proof of work (PoW) consensus protocol is
employed for the validation of the blocks. We propose an optimal key search fuzzy hashing
algorithm (OKSFHA) for enhancing the security of the data. To optimise the security
enhancement Spider monkey optimisation (SMO) is employed. The proposed algorithm is
compared with traditional algorithms to prove the efficiency of the suggested system.

Keywords: internet of things; [0T; blockchain; smart contracts; proof of work; PoW; optimal key
search fuzzy hashing algorithm; OKSFHA; spider monkey optimisation; SMO.
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1 Introduction

Due to the development of several applications, data has
grown significantly over the past few years. These data must
be protected and kept in safe zones. Its importance is
increased by the technology’s advancement. Data security
has emerged as a key challenge in the modern world as a
result of the growth of networks (Thabit et al., 2021a).
Consequently, data security from hackers often becomes
crucial to maintain its safety, data protection, preservation,
security, and handling processes. Data security measures are
used to maintain the safety of the data collected through the
study of internet security status (Xu et al., 2022). Currently,
with the widespread adoption of the internet of things (IoT),
technology is being constructed. The key considerations are
privacy and security. Applications for data security that are
IoT-centric are subject to specific security risks since they
are prone to security problems (Duraisamy et al., 2021).
Although it is specifically adapted to the modern world,
blockchain technology (BCT) is becoming more and more
appealing to the younger generation. The IoT can also
benefit from the use of BCT. Cloud applications have
advanced significantly as a result of IoT technology
improvement in a lot of fields. For maintaining and
exchanging data and network processes, the blockchain idea
needs a decentralised technology platform (Singh et al.,

2021). Even while researcher innovation, invisibility,
improved capacity, and improved security are all advantages
of blockchain, its unchanging nature is the primary factor
that makes it the perfect fit. Blockchain may be utilised as a
crucial innovation to do away with the need for a
trustworthy third-party vendor in networks that are
connected because of how it is disseminated. Other good
blockchain systems that may be used for implementation are
Cloud hosting Technology, IBM Blockchain, Ethereum,
Ripple, R3 Corda, and multichain (Patil et al., 2021). IoT
platform is used to expand the available bandwidth. Due to
very constrained network, computation, and memory
capacity, loT devices like smartphone devices are more
susceptible to security attacks. Additionally, the existing
platforms still have a problem with processing, analysing,
and identifying trends in the data in vast volume of data
generated by IoT devices to create a convenient
environment (Shahbazi and Byun, 2021). A different
method is therefore needed to guarantee data integrity,
enhance data security and availability, and uncover hidden
trajectories and valuable information to deliver acceptable
products (Jamil et al., 2021). Machine-to-machine (M2M)
data transmission access networks and inexpensive sensors
are the two main components of the IoT. However, the data
obtained by IoT sensors contain a lot of sensitive data and
has to be protected.
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For IoT applications, security and privacy are the two
most important concerns, and both still present significant
difficulties. Block chain’s origin narrative explains a shared
ledger that facilitates safe and irreversible transactions
without the need for centralised authority and that can only
be changed with the consent of all stakeholders. Multiple
businesses, including the IoT, might be disrupted by such a
scientific advancement. Information decentralisation makes
it harder to interfere with information and creates a safe
setting for IoT. Although centralised IoT ecosystems like
clouds, hybrid, and network virtualisation have made safety
breakthroughs, the security implications are still inadequate
to overcome the difficulties (Omar and Goyal, 2022).

Figure 1 Significance of [oT and blockchain integration
(see online version for colours)
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Remote monitoring in the healthcare industry is now
feasible thanks to IoT-enabled devices, releasing the
potential to keep patients safe and healthy and enabling
doctors to provide excellent treatment. As doctor-patient
interactions have gotten simpler and more effective, it has
also raised patient participation and satisfaction.
Additionally, remote patient monitoring shortens hospital
stays and avoids readmissions by keeping an eye on
patients’ health. IoT has a huge influence on lowering
healthcare expenses and enhancing patient outcomes.
Without a question, IoT is revolutionising the healthcare
sector by changing how devices and people interact while
providing healthcare solutions. Applications of IoT in
healthcare are advantageous to patients, families, doctors,
hospitals, and insurance providers.

We propose an optimal key search fuzzy hashing
algorithm (OKSFHA) for data security enhancement in IoT
using integrated BCT. Figure 1 represents the significance
of IoT and blockchain integration.

The remaining portion of this paper is briefly described
as follows. Related works are provided in Section 2. In
Section 3, the suggested technique is outlined and the
performance of the system is analysed. Results and
discussions are expanded in Section 4. The conclusion is in
Section 5.

1.1 Problem statement

Scalability is a significant flaw in BCT, which is not
invincible. Blockchains’ freedom and transparency are
drawbacks, and proof of work (PoW) is an unnecessary
burden. Blockchain may be incredibly complicated. To
overcome these limitations, we proposed an OKSFHA for
data security enhancement in the [oT using integrated BCT.

2 Related works

Parthiban and Kumar (2022) proposed a concept that
combines the hybrid gradient decent cuckoo search
(HGDCS) algorithm for efficient regional cooperation with
Blockchain systems to provide high standards of ethics and
intrinsic security for sensitive information. This algorithm,
however, also struggles to modify and produce the best
relevant results, and its capacity to resolve complicated
issues is constrained. Therefore, it struggles to perform
effectively with separate and cross issues.

Adere (2022) analysed how BCT is being used to
enhance security controls and how it is being integrated
with IoT. The paper also shows the advantages of
implementing blockchain in two subsets of the different
systems, namely urban planning and medicine distribution
networks, in addition to assessing the appearance of
developments in emerging models. There is not enough
efficiency to facilitate real-time transaction processing.
Transactional and micro-transaction fees can affect the
profitability of a business. Distributed ledger technology
(DLT) renders obsolete conventional data processing
systems. The environmental consequences of energy waste
continue to be a major hurdle.

Attkan and Ranga (2022) examined current methods
from the perspective of IoT security and discuss classic
essential security techniques. Incorporating IoT with
blockchain and Al-based authentication in cybersecurity,
this technique also provides researchers with a thorough,
high-quality investigation at an authenticated and
predetermined time. The largest problem is technical
complexity. Even simple system development changes
require the hiring of software employees, coders, and data
analysts by organisations. Many intricate details seem to be
complicated to understand.

Gao et al. (2022) suggested BlockchainBot, a botnet
concept that incorporated blockchain, also known as DLT,
and used the IoT as maintainers. The BlockchainBot was
able to completely launch bots. It was adaptable for a
variety of botnet implementations and would have nothing
to do with the need for neighbour lists (NL).

Kelli et al. (2021) provided a framework with a multi-
layer tool for an extremely effective security mechanism
adapted to the individual of eHealth, and a blockchain
access control feature related to smart contracts to give
dispersed access control for authorised parties to patient
records and health information.

Aoun et al. (2021) aimed to broaden perspectives on
BCT as a liberating instrument for the fourth industrial
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revolution. Additionally, the author focused on the
principles of Industry 4.0, as well as its difficulties,
restrictions, and obstacles. Lastly, Strong representation is
looking into the ways that BCT may provide major updates
and benefits to the implementation of Industry 4.0.

Qashlan et al. (2021) established a safe foundation for
IoT devices in smart home systems and offer a hard
concept that blends attribute-based access control with
smart contracts and cloud technologies. By outsourcing
time-consuming tasks simultaneously and aggregating data
stored in the cloud securely and comfortably utilising a data
hiding mechanism, the edge node increases the system’s
application performance.

Wang (2020) stated that IoT-powered miniature
healthcare sensors can be used for diagnostic procedures
and self-health monitoring. Additionally, it aids in rapid
testing and therapy advice by doctors working in distant
areas without having direct touch with the patients. The
inconsistency of safety rules and authentication and
authorisation has made it difficult to satisfy the security
standards.

Singh et al. (2020) outlined all the privacy concerns and
challenges that affect the use of BCT in smart city
implementation. Additionally, it provides a thorough
analysis of some crucial elements that will enable the fusion
of blockchain with Al, resulting in a realisation of a smart
society. Explain how to improve blockchain security
while highlighting the fundamental ideas that may be
applied to the creation of different blockchain-based,
Al-based automated driving.

Barati and Rana (2019) implemented the general data
protection regulation (GDPR), which gave consumers
choice over their data collection and information about the
equipment used to gather it. BCT enables IoT devices to
have an audit trail that complies with GDPR. For
transparent and automated data protection, it converts a
collection of these principles into a consensus mechanism.

Faika et al. (2019) investigated the use of BCT to
protect wireless battery management systems (WBMSs) that
support the IoT against hostile cyberattacks.

Pundir et al. (2019) focused on the concept of the value
of supplementary innovations, such as IoT and blockchain,
for the full digitalisation of the distribution chain. The
feasibility study of a provider that rents out pallets are used
to illustrate that information technology is used to boost the
effectiveness of its maintenance factor and financial
services.

Khan et al. (2021) demonstrated whether the integration
of IoT with BCT improves people’s confidence,
organisation, and finally the effectiveness of humanitarian
logistics (HL). Most of the disaster prevention and
mitigation stakeholders might benefit from it because they
are desperately seeking ways to aid those in need.
Transactive memory systems (TMS) theory viewpoints
serve as its foundation.

To overcome the limitations in the existing works such
as lack of processing time, poor performance, and
inefficient energy consumption, We proposed the OKSFHA

for enhancing the security of the databased on the IoT using
integrated BCT. Enhancing data security maintains correct
information. Access to potential growth or expansion plans
must be restricted to preserve a technological edge. It lowers
the potential expenses for upcoming advancement and
maintenance in terms of code alterations.

3 Proposed methodology

IoT technology has significantly increased as a result of the
explosion of expanding inventories in telecommunication
and networking technologies. The network may be
used to link multiple technologies, which has several
benefits including file transfer, accessibility, and network
monitoring. Blockchain is becoming more and more
well-known because of its advantages, including its
decentralised organisation, privacy, and also immutability.
The key advantage of implementing a blockchain platform
is that it is more secure in terms of innovation. Hence, in
this paper, we proposed an OKSFHA for enhancing data
security in IoT using integrated BCT. Figure 2 illustrates the
suggested methodology’s flow.

Figure 2 Flow of proposed methodology (see online version
for colours)
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3.1 Data collection

IoT Sensors is a commercial data collection created
with economics in consideration. The data collection
incorporates  precision agricultural data, including
temperature and precipitation values from 41 locations over
15 minutes. The attribute list inside the dataset includes
aspects like location-based, the dates, the moment, and the
sun’s angle, how much rain fell, the weather, moisture, air
velocity, air movement, and oxygen content. The data
collection comprises a total of 873 344 recordings (Lohiya
and Thakkar, 2020; Alqahtani et al., 2022) that were
gathered from sampling points throughout the globe (Lohiya
and Thakkar (2020).
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3.2 Data processing

Normalisation is designed to assure that certain data
strongly associated with the data security are included, that
always one data item is present in each data field, and to
eliminate duplicate and unnecessary data. The attribute
values are scaled throughout this method to keep them
in a certain range. Although there are many different
normalising methods, min-max normalisation is the one
used in this case. Then the normalisation is written as

n:(((a—amin)J*(l_O)_l_oJ (1)
Amax — Apin

where n represents normalisation, due and @, represents
maximum and minimum values of normalised data and the
range is from 0 to 1. The measured and calculated values of
the attribute are used to depict its mean and median values.
While previously described as the inequality of a dataset’s
range, minimal skewness denotes normally distributed data.
Hence mean, median and skewness are depicted in
equation (2), (3), and (4).

n

N
M==i1" 2
n
yg, if nis even
L) )
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n —\3
) ny (=) @

T —D)(n-2)0°

where ‘n’ depicts the number of values in the dataset, y
depicts the values of the dataset. Furthermore, y represents

the mean value and o depicts the standard deviation. The
technique of security normalisation involves locating and
compiling all relevant data related to security. For many
abnormalities  detection  processes,  attributes  in
normalisation are crucial.

3.3 Data authentication using smart contracts

On the blockchain, smart contracts are software programs
running on their own. The primary intended applications
necessitate that systems accept data from sources other than
the blockchain. Therefore, reliable data sources that can
accommodate a variety of information requirements will be
essential to smart contract ecosystems. SC is symbolised by
a contract account that contains code, a money balance, and
permanent storage inside the pattern of a key store.
Messages are accepted as input data to any of the specified
functions by a contract. A message from some other
contract or a transaction from an account that is not a
contract triggers the execution of the contract code. Thus, a
transaction always catalyses contract execution. An
automated creature on the blockchain may be considered a

smart contract. Hence data stored in the blockchain
networks are accessed only by the smart contracts during
authentication.

3.4 Consensus protocol using proof-of-work

One of the most widely used consensus protocols is
proof-of-work (PoW). To locate a node that complies with
the consensus protocol, PoW has to perform a substantial
amount of computing power. The PoW’s privacy works on
the assumption that there is no cash benefit to using a
significant portion of the computational resources and
power production to the blockchain. Collecting data power
is needed for the PoW calculation, but it can only do
certain computations, often hash functions. Since there are
more resource-effective protocols available, PoW is a
resource-guzzling protocol that consumes a significant
amount of processing power. Due to its high computation
requirements, it also provides strong data security.
Considering the computational complexity level of the
protocol, a hostile user would need to control more than
50% of the processing power, which is very possible. The
protocol is quite sensitive to some attacks. Figure 3
illustrates the working protocol of PoW.

Figure 3 Working of PoW (see online version for colours)
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3.5 Optimal key search fuzzy hashing algorithm

Hashing algorithms are well-known techniques for
converting arbitrary big inputs into bit strings of a
predetermined length that act as distinct input patterns.
Through linking similar information as associated binary
codes, hashing effectively retrieves the information from
scattered clouds when optimisation and fuzzy logic are
applied to acquire the necessary details. For enhancing the
data security in the IoT by utilising integrated BCT we
proposed an OKSFHA. To increase the security of the data
and the recovery effectiveness in dispersed cloud
environments, data retrieval is systematically improved.
Fuzzy development information, which is articulated as
fuzzification, is something that gives the OKSFHA
implementation its logical basis. In a simultaneous process,
this combination improves retrieval accuracy by learning
data security and prediction accuracy through fuzzy
systems. The fuzzy hashing algorithm can locate
comparable files and generate a similarity measure that is
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reported as a proportion of its similarity. Utilising the
proposed algorithm establishes the connection between the
data source and the request, which saves memory, and the
training procedure needs to be effective. The OKSFHA is
described using mathematical formulation.

Let us consider that the query consists of & initial details
and that the requisite hash codes are created and linked for
the query within the limit of m-bit binary codes.

p. Vo {+,-1" 4)

Let 91, % and $; are the pairs of the query 9 and the
corresponding hash codes are A; 4> 43 € {+1, -1, + 1}", and
the loss function is given by

1
L (h, A, 4, 0)25(1—0) ha
: (6)
+Ecm{1x(m_hd (/117 /127 /13)50)

where /4 is the hamming distance and c is the class which is
0 for the same class and 1 for a different class. If the
hamming distance is close to the margin, as determined by
the target function, the loss function will be greater. Those
combinations that are different are permitted by such an
inverse proportional requirement, preventing collision in the
loss function. Hence, for the training datasets, the net loss
function will be shown as in equation (7)

N
LF:zm_lL(/lmlallmz,ﬂm%cm) (7)

This article provides an improved blockchain-based IoT for
data security that uses the optimal key search fuzzy hashing
technique to protect the data. By applying an optimum key
search fuzzy hashing methodology, it is possible to find and
potentially maintain documents. Data is safeguarded and
security is improved by utilising OKSFHA to compare files
to every node in the blockchain network. The suggested
approach is used in securing data to detect file tampering
during assessing the consistency and resemblance of data
value. The data value is divided into smaller parts, with a
hash function being calculated for each part. The last step is
the summation of all parts of the hash function to get the
fuzzy hash value to increase security. The proposed
OKSFHA is used for enhancing data security in IoT using
BCT.

3.6 Spider monkey optimisation

A worldwide efficient method called Spider Monkey
optimisation (SMO) has been motivated by the
fission-fusion economic group of spider monkeys during
habitat activity. Typically, a group of up to 60 spider
monkeys coincides. In a region, a commander divides out
the duty of foraging for food. In cases of food scarcity, a
female often serves as the group’s global leader and divides
the population into changeable smaller units. The number of
people in the group depends on where they can get their

meals. The size is closely related to the quantity of food on
hand. The process for enhancing data security is analysed by
the SMO. The data is first acquired for secure
authentication, and then it is separated into smaller groups
by the techniques. The task of creating smaller groups is
given to the leader. Data security is handled by small
groups.

3.6.1 |Initialisation of data

SMO constantly distributes the data of m members (smy).
Where d = 1, 2, 3 m and sm, represent the d" member of
data. SMO initiated each smy as given in equation (8)

SMgs = SMygys + RN(Os 1) X (smhighs — SMyows ) (8)

where smy; is the s™ dimension of the & sm
SMiows and Smpighs are maximum and minimum limits.

3.6.2 Local leader group

In LLG, the sm shifts its present location by capturing the
experiences of the localised members of the group and the
local representative in the earlier. The local leader group is
represented in equation (9)

SMpyewds = SMys + RN(O, l) X (lgls — SMyg ) (9)

+ RN (=1,1) X sm,; — smyq

where lg;; depicts the ™ local group location of the leader
sm,s Shows that randomly selected s™ location in leader
group hence, r #d

3.6.3 Global leader group

GLG is used to find the location of all members. It is
processed after LLG. GLG equation is given by

SMyeyds = SMgs + RN((): 1)x(ggls _Smds)

(10)
+RN(—1, I)X (Smrs — SMys )

where gg;; Shows the location of the global leader.
Then the fitness of probability for data security in terms
of SMO is represented in equation (11)

Fy
P

where, F; is the probability of fitness for data security.

By using the SMO the data is more secured. The user
cannot access the optimised data until it has been secured
and sent to a computing unit for safe and secure processing
and transfer. After securing the data, the user has permission
to access it for further process. Data access allows for
moving data across the system using a request process until
the desired data is found. Until the necessary data is located,
each section of data must be retrieved one at a time. Then
the performance of the proposed system is carried out.

Py = (11)
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4 Results and discussion

The proposed method is used for data security enhancement
using optimisation techniques. Normalisation is applied for
preprocessing technique. OKSFHA is proposed for data
security and SMO is applied for the secured data effectively.
Hence, the performance analysis is carried out in this
section. Throughput, end-to-end delay, energy consumption,
latency, accuracy, precision, and recall are the metrics
analysed by the proposed system and compare with the
existing approaches. The existing techniques are Roy et al.
(2019) introduce DNA encryption for data security, Thabit
et al. (2021) proposed a genetic algorithm, Alhomdy et al.
(2021) suggested a lightweight cryptographic algorithm for
enhancing data security and Prakash and Manimegalai
(2022) examined RTL algorithm for data security
enhancement. These existing techniques are compared with
our proposed OKSFHA to get effective data security
enhancement.

Figure 4 Comparison analysis of throughput (see online version
for colours)
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Throughput is the quantity of data that is successfully
transmitted from the sender to the recipient. Additionally,
throughput has increased as a result of decreased
inefficiency driven forward by PoW. Figure 4 displays a
throughput comparison using other techniques. The
suggested model has a higher throughput than the
alternatives.

The phrase end-to-end delay describes a method from
beginning to end delay. It measures how long a packet
needs to travel from its sender to the recipient. The
proposed algorithm has less end-to-end delay compared to
the existing techniques. The end-to-end delay is calculated
by the following equation

E2FEje1qy = (processing time) + (transmission time) (12)

+(queuing time)

End-to-end delay is defined as the summation of overall
time such as processing time, transmission time, and
queuing time.

Figure 5 Comparison analysis of end-to-end delay (see online
version for colours)
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Figure 6 Comparison of energy consumption (see online version
for colours)
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Figure 7 Comparison of latency (see online version for colours)
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Figure 6 shows a comparison of energy. It speaks of the
quantity of energy used to improve the data security
procedure. The proposed work is quicker to process and
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operates more effectively. As a result, the energy usage is
low when compared to other methods currently in use.

The proposed method’s delay is illustrated in Figure 7.
An execution or process’s latency is its length of time.
When compared to other algorithms that are already in use,
the suggested algorithm’s execution time is quite short.
Thus, it appears that the suggested work is quite better than
other systems.

Figure 8 Comparison of accuracy (see online version
for colours)
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Figure 9 Comparison of precision
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The comparison analysis of accuracy is shown in Figure 8.
For the level of effective system performance, accuracy is
tested. The suggested method has significantly high
accuracy. Accuracy is a crucial factor to take into account
when assessing a suggested method’s efficacy. The
accuracy range of the recommended model, which is higher
than earlier techniques aimed at improving data security,
has been determined to be superior, at 95%. The suggested
approach is therefore more effective than the current
algorithm.

In Figure 9, a comparison of accuracy is shown.
Precision is the degree to which two or more observations
are within a certain distance of one another. Comparing the
suggested approach to current methods, precision is
improved.

Figure 10  Comparison of recall
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The recall comparison of the suggested and existing
approaches is shown in Figure 10. Recall assesses a
system’s capacity to identify data samples. The most
significant algorithm is that presented, as evidenced by the
highest recall.

5 Discussion

The OKSFHA is proposed in this article for enhancing the
data security in [oT using a blockchain mechanism. Data are
attacked by third parties hence BCT is used to secure
data from other parties. IoT makes it possible for
internet-connected devices to submit data to local
blockchain systems to produce impenetrable data for
secured transactions. Due to weaknesses in the DNA
passcode, inadequate advancement of DNA computation,
and technical challenges, Roy et al. (2019) flopped. As a
result, Thabit et al. (2021) struggled to secure data because
of the significant expense of processing the Genetic
Algorithm. Due to lightweight cryptography’s decreased
security; Alhomdy et al. (2021) failed. The failure of
Prakash and Manimegalai (2022) is because of its
significant power dissipation. To overcome these
disadvantages, we have suggested OKSFHA for [oT using
blockchain to increase security and improve energy
efficiency by utilising the power of blockchain. We
combined the two effective technologies, blockchain and the
IoT, and made use of their possible advantages for effective
decision-making, data protection, and improved power
management. An optimisation method for IoT with
blockchain integration was introduced. This technique
significantly decreases transmission delay, increases
transmission speeds, and preserves a lot of energy.
Additional testing has revealed that the suggested model
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performs better for enhancing data security than both the
standard blockchain technique and the existing routing
protocols.

6 Conclusions

The research presents an optimal key search fuzzy hashing
technique for dispersed IoT environments in data security.
The suggested model is created to attain high data security
effectiveness and precision while taking into account the
problems in traditional data security systems. Hashing
algorithm combined with IoT and blockchain integration
enhances data security management. The proposed model’s
security efficiency of 98% is thought to be a notable
increase in data security solutions. The suggested work is
efficient in handling a broad variety of characteristics.
Future directions for the research include employing other
approaches to minimise the sum of restrictions in the
OKSFHA.
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