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Abstract: In order to improve the ability of hazardous chemicals management
and risk prevention and control in the energy industry, combined with the
concept of knowledge graph and visualisation related technology, this paper
mainly introduces a risk detecting and preventing system for hazardous
chemicals (RDPSHC). The system consists of user management, equipment
management, visual display, log recording, real-time alarm, knowledge map
application and so on. RDPSHC can extract entity relationships from a large
number of hazardous chemical data and information, build knowledge graph,
and provide corresponding treatment measures for hazardous chemicals
according to the displayed visual early warning information, such as storage
humidity and temperature of hazardous chemicals, so as to make the risk
prevention and detection of hazardous chemicals more scientific and efficient
and improve the supervision and prevention ability of hazardous chemicals in
the energy industry.
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1 Introduction

With the improvement and rapid development of the chemical industry chain in the
national energy field, the types, quantity and scale of chemicals involved in the field of
hazardous chemicals have also increased significantly. Limited by the complexity of
hazardous chemicals storage conditions and the dispersion of regional storage, coupled
with the difficulty of real-time linkage of urban energy data and information. It cannot
meet the requirements of risk prevention and detection of hazardous chemicals in urban
energy industry. Developing risk prevention and detection of hazardous chemicals based
on knowledge graph technology and method is a new topic of hazardous chemicals in
supervision in urban energy industry. Xu et al. (2020) proposed a Chinese sport
knowledge graph based on Neo4j, the essence of knowledge graph is a knowledge graph
with graph structure, it is a process of building graphics by extracting a large number of
data entity relationships. Therefore, it is of great significance in the field of risk
prevention and detection of hazardous chemicals in urban energy industry to develop a
risk detection and prevention system of hazardous chemicals based on knowledge graph
and construct a graphic database by extracting the entity relationship triples of hazardous
chemicals data.

In recent years, some research on the application of risk prevention and detection
management and knowledge graph of hazardous chemicals has gradually emerged.
Xiaogang and Xin (2011) proposed the research on hazardous chemicals information
management system. Kertkeidkachorn and Ichise (2017) proposed an end-to-end system
to create a knowledge graph from unstructured text. He et al. (2020) proposed the
knowledge graph augmented word representation of named entity recognition. In the
same year, Yunlong et al. (2020) provided a scheme for early warning of special work
risks based on event knowledge graph. Zhang et al. (2020) also proposed the construction
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method of marine hazardous chemicals knowledge graph based on IMDG rules. Zhou
et al. (2021) proposed an intelligent management system to deal with the management of
hazardous chemicals park, which studied the management of hazardous chemicals park.

The main content of this paper is to design and implement a risk detecting and
preventing system for hazardous chemicals (RDPSHC) in energy industry based on
knowledge graph. By extracting the entity relationship from a large number of hazardous
chemical data and constructing the corresponding knowledge graph, the risk
decision-makers of hazardous chemicals in the energy industry can better manage and
prevent the potential risks of hazardous chemicals in the form of visual charts, improve
the improvement efficiency of relevant analysis, and provide more scientific and efficient
decision-making help for the risk prevention and detection of hazardous chemicals in the
urban energy field.

In 2020, Wang et al. proposed a health status reporting system based on Spring Boot,
RDPSHC is developed based on this basic framework, and adopt the mainstream front
and back-end separation Vue and Spring Boot development framework. With the help of
knowledge graph technology, the system uses graph database Neo4j and MySQL
database, element Ul and Vuetify plug-in to simplify the code complexity, and based on
Shen and Wang (2021) provided a visualisation tools and forms to present system,
RDPSHC uses the ECharts visualisation tool to build a triplet of structured dangerous
goods information and load it into the database in the form of graph. The system will give
a real-time alert according to the monitoring data; provide good decision support for
decision-makers of risk prevention and detection of dangerous chemicals.

2 Overall system design and analysis

2.1 Overall system design

The main task objective of the system is to timely warn the existing or potential
environmental risks in the storage and management of energy related hazardous
chemicals, extract the entity relationship of simulated hazardous chemicals data, establish
corresponding graphical database, set environmental risk threshold, provide selection
suggestions and countermeasures to relevant decision-makers or units, and improve the
efficiency of hazardous chemicals management and risk detection in the energy industry.

RDPSHC is composed of six modules, and the basic function framework is shown in
Figure 1:

e  User management: it includes the functions of user addition, user password
modification and user login. The system does not support the direct registration of
users on the login panel. The registration needs to be operated by logging in to the
existing administrator account.

e Device management: it supports the addition and modification of the monitoring
device. The system also supports the screening and query of historical data of the
specified monitoring device, monitoring type and monitoring time period. The data
information is displayed in the form of charts.
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Visual display: display the information of all monitoring points on the map in the
form of icons, support the designated monitoring device, and display the real-time
data and historical data statistics of the corresponding monitoring device.

Log record: log the monitoring data and store it in the database.

Real-time warning: the hazardous chemicals information database constructed by
using the knowledge graph technology and the existing open source knowledge
graph information set on the network, combined with the real-time data of the
monitoring device, warn the potential storage risk of hazardous chemicals.

Application of knowledge graph: the information and materials stored in hazardous
chemicals are captured by web crawlers. At the same time, combined with the
structured knowledge graph information API provided by ownthink, the largest
open-source Chinese knowledge graph database, a triplet is established, and finally
the data is exported to the database for real-time early warning module.

Figure 1 The basic framework of RDPSHC (see online version for colours)
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2.2 Database design

In 2019, Zhao et al. proposed an analysis of disease data based on Neo4;j graph database,
on this basis; RDPSHC adopts MySQL relational database and Neo4j graph database,
and designs five data tables, namely user table, device information table, chemical
information table, supervision information table and warning information table.

The database structure of this system is shown in Figure 2.

The relationship between the above data tables is described as follows: the supervise
information table refers to the device and chemicals information table, provides the
monitoring results, is referenced by the warning information table, and is finally
referenced by the user table to provide the user with alert information.
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Figure 2 The design of the system database (see online version for colours)

Chemical

Device \ [ * CN_Nama Variable characters (64)
# Device | Integer p—————— * EN_Name Variable characters (64)
o Device_LNG Float (20) ! # Cas_Code Variable characters (64
0 Device_LAT Float (20) | # UN_Code Variable characters (64
o Element_Name Variable characters (64) Device_Chemical o Danger_Type Variable characters (64)
0 Device_Type  Variable characters (64) | 0 Ghs Variable characters (64)
o Element Cas  Variable characters (64) | o Danger_Note Variable characters (64)
o Company_ID Integer 0 Meiting_Point Variable characters (64)
_ 0 Company_Name Variable characters (64) J L _________ < 0 Ing_Temp Variable characters (64)
B \‘( - | o Flashing_Point Variable characters (64)
0 Explode_Baseline  Variable characters (64)
| o PH Variable characters (64)
| o Solubility Variable characters (64)
i o Danger_Explode  Variable characters (64)
Device_Supervise o Boiling_Point Variable characters (64)
= 0 Activation_Reaction Variable characters (64)
‘ o Ban Variable characters (64)
ORI Variable characters (64)
A\ i CnemmaHSuperwse ™ o Toxic_Reaction Variable characters (64)
Supervise B < o Work_Limit Variable characters (64)
# Supervise_ID Integer o Emergency_Measure Variable characters (64)
o SGmt create Date & Time o Fire_Out Variable characters (64)
& P <. o Storage_Temp Float (20)
Y o Storage_Hum Float (20)
‘ o Storage_Lux Integer
|
‘ f Warning b
| # Wamning ID Integer _—_— user
| o Value Integer [ Warning_User # UserlD  Integer
| g ggéﬁgl’;ﬁte 3::;:;’:;“‘“ 128) 0 User PWD Variable characters (64)
Supervise_Waming— — — o Param Variable characters (64) | 0 User_Name Variable characters (64)7

3 Detailed system design and implementation

RDPSHC uses the development framework of front and back-end separation Vue and
Spring Boot, combined with MVC design mode, and uses graph database Neo4j and
relational database MySQL to store corresponding data and triplet information, so as to
manage the potential risk of hazardous chemicals and give real-time warning. For
example, the system integrates the knowledge graph structured data model method to
realise the semi-automatic way to convert the data into triples and store them in the graph
database. With the help of the information base and external API interface provided by
ownthink, the largest open-source Chinese knowledge graph database at present, the
characteristics of corresponding hazardous chemicals and corresponding treatment
measures are displayed; display of visual monitoring data through ECharts plug-in; use
map positioning, log generation and other operations to provide alert prompt functions.

The following mainly describes in detail the specific implementation of key modules
such as the establishment of knowledge graph and structured data, visual data display and
alert prompt mechanism in the system.

3.1 Design and implementation of knowledge graph application

The application of knowledge graph adopts the method of capturing structured data to
build a small knowledge graph locally. Firstly, the self built crawler program is used to
obtain the relevant attributes and text descriptions of different hazardous chemicals, and
then the data is semi automatically converted into triples and stored in the graph database.
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In order to improve the data richness of the knowledge graph, the system also adopts the
open source Chinese knowledge graph database ownthink information database.

The external API interface is used to display the alert information of the system and
the sorted and summarised characteristic information of structured hazardous chemicals,
including the storage mode and emergency treatment measures of hazardous chemicals,
so as to assist the user in handling and troubleshooting the alert.

The important model elements of the knowledge graph established by the system are
shown in Figure 3.

Figure 3 The knowledge graph model diagram (see online version for colours)
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Based on the knowledge graph model, hazardous chemicals, early warning indicators
(such as storage ambient temperature, humidity, etc.) and measures are constructed into a
triple. Hazardous chemicals and measures are regarded as two entities. Early warning
indicators mean that when hazardous chemicals reach the threshold of the indicator,
corresponding measures need to be taken to solve and complete the process of early
warning mechanism. In the extraction of entity attributes, hazardous chemicals are
regarded as entities and have an early warning indicator attribute, that is, when the early
warning indicator attribute reaches the threshold, its attribute value is the corresponding
measure.

In this mode, through a large number of triples to quickly build a knowledge graph,
using the graph database entity association and a large number of data compatibility, as
well as the advantages of supporting rapid query of associated data, we can realise the
equipment sensing early warning indicators, quickly match hazardous chemicals and give
corresponding solutions, and realise the early warning mechanism.

Important codes involved in building the knowledge graph are as following:

#Crawler code logic, load the necessary library first, and omit it here
fileName = ‘News.csv’

wd = webdriver.Chrome()

wd.get(“http://www.ccin.com.cn/c/index_domestic”’) # Open the page you want to
grabfor i in range (1, 5):

time.sleep(2) # Set the waiting time until the web page is loaded # Using XPath to
locate structured data information
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wd.find element by xpath(‘“/html/body/div[3]/div/div[1]/div/div[2]/div[6]”).click( )
soup = BeautifulSoup(wd.page source, “Ixml”)

# Scan all secondary links of the list page and put them into the array for circular
traversal

for link in soup.find_all(name=°a’, attrs={“href”:re.compile(r’*/detail’)}):
if flag =—=0:

list.append(‘http://www.ccin.com.cn’ + link.get(‘href”))

flag=1
else:
flag=0

for element in list:
mydict = {}
wd.get(element)
elementsoup = BeautifulSoup(wd.page source, “Ixml”)
title = elementsoup.find(name="h1")
content = elementsoup.find(‘div’, class = ‘news-content-txt”)
# Grab the data content on the web page and store it in the dictionary
mydict[“title”] = title.text
mydict[“content”] = content.get text
resultlist.append(mydict)

data = pd.DataFrame(resultlist)

# Then save the data into CSV file

try:
if number == 1:
csv_headers = [ title *, ¢ content ‘]
data.to_csv(fileName, header=csv_headers, index=False, mode=‘a+’, encoding
= ‘utf 8 sig’)
else:

data.to_csv(fileName, header=False, index=False, mode=‘a+’, encoding= ‘utf
8 sig’)
number = number + 1

except UnicodeEncodeError:
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print(“Coding error. The data cannot be written to the file. Ignore the data directly”)
time.sleep(10)
wd.quit() # Close browser
// JiebaWord segmentation
JiebaSegmenter segmenter = new JiebaSegmenter();
String[] sentences =
new String[] {text};
int topN=5;
TFIDF Analyzer tfidfAnalyzer = new TFIDFAnalyzer();
for (String sentence: sentences) {

System.out.println(segmenter.process(sentence,
JiebaSegmenter.SegMode.SEARCH).toString());

List<Keyword> list=tfidfAnalyzer.analyze(sentence,topN);
for(Keyword word:list)
System.out.println(word.getName()+“:”+word.getTfidfvalue()+*,”);

}

Through the above construction of knowledge graph logic code, the data records of
structured hazardous chemicals are shown in Figure 4.

The API query interface provided by the Chinese knowledge graph database
ownthink is quoted to add the information of hazardous chemicals into the alert
packaging information. The code is as following:

@Async // Turn on Multithreading
@Scheduled(cron = “0/5 * * * * 9) // Set scheduled tasks

public void generateData() throws InterruptedException {
List<DeviceVO> deviceVOList = deviceService.getDeviceList();
SimpleDateFormat sdf = new SimpleDateFormat(“yyyy-MM-dd HH:mm:ss”);

log.info(sdf.format(new Date()) + *, processed by thread:
“+Thread.currentThread().getName()+” reading data”);

for(DeviceVO deviceVO: deviceVOList){
DeviceDataVO deviceDataVO = generateCustomize(deviceVO);
if(deviceDataVO !=null){
Integer deviceld = deviceVO.getDeviceld();

if((deviceDataVO.getTemp()>=device VO.getStorageTemp()) &&
deviceVO.getStorageTemp()!=-999){ String description = “ Warning!
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Hazardous chemicals monitored by Device “+deviceld+":
”+deviceVO.getElementName()+”,storage humidity exceeds threshold,
current temperature is “+deviceDataVO.getTemp()+°C, please check!”;

log.info(description);

// Encapsulate the hazardous chemicals information provided by API WarningInfoDO
warningInfoDO = extractDatalntoWarningDO(deviceVO, deviceDataVO,
“temperature”, deviceDataVO.getTemp());

warningInfoDO.setDiscription(description);
warningInfoDO.setInfol(infoJsonObject.get(“‘store™);
warningInfoDO.setInfo2(infoJsonObject.get(“CAS ID”);
dataService.insertWarningRecord(warningInfoDO);

continue;

H

boolean todayDataExisted = dataService.todayDataExisted(deviceld);
deviceDataVO.setDeviceld(deviceld);
deviceDataVO.setGmtCreate(new Date());

if(todayDataExisted){

dataService.saveRecord(deviceDataVO);

3.2 Design and implementation of visual display module

The monitoring data of the device of the hazardous chemicals risk prevention and
detection system is displayed to the user in the form of graphic visualisation. The
monitoring data fed back from the back end is displayed intuitively by using the ECharts
visualisation tool plug-in in the form of charts, tables and text. The option attribute is
configured through the visual chart provided by ECharts. Taking the design of the
temperature chart of the monitoring device as an example, the ECharts configuration is
called temperatureOption. Temperature monitoring needs to obtain the value of the page
variable temp, which is assigned to this after the data acquisition method of monitoring
device executed by the scheduled task, assign the temperature information to this
temperatureOption. series[0].data. Value, ECharts will read the variable information. For
the gradient ring of temperature data, add the series array element in the
temperatureOption. The new this.$echarts.LinearGradient method sets the gradient
element. The specific gradient colour is set through the colour of axisline and linestyle.
The gradient area and shape can be modified. The corresponding data text information
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display can be set in the formatter of the detail field under the series attribute. The
configuration logic of the dot pointer is the same as above. Dot shape can be controlled
by setting fields such as startAngle, clockWise and radius.

The visual display of the system is shown in Figure 5.

Figure 4 The structured data diagram (see online version for colours)
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cn_name en_name cas.code  un_code
olR opium 8008-60-4 (NULL)
fEASAER ammonia; ammonia liquefied; ammonia gas 7664-41-7 1005
BHRE_R,5-85-1,33-SRERCER Isophoronediamine; 3-Aminomethyl-3,5,5-trimethylcyclohexylamine 2855-13-2  (NULL)
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3-JENME,3-HEM MR DEEMR 3-pyridylamine; m-aminopyridine 462-08-8 2671
A- SRR, y-IENeR, 4- BRI MR 4-aminopyridine; y-pyridylamine 504-24-5 2671
- RERR, EAR AR propylamine; 1-aminopropane 107-10-8 1277
BRI BRAR 3-FERE 3-aminopropene; allylamine 107-11-9 2334
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2-(1-WRE) 2%, SR BN _FOAN-AZEI0E 1-Piperazineethanamine; N-(2-Aminoethyl)piperazine 140-31-8 2815

The realisation of the system switching monitoring device function: the front end reads
the device list and selects the device ID. The front end applies for reading the real-time
information of the binding ID every five seconds through the timer and displays it
through the visualisation module. The switching of device monitoring data is shown in
Figure 6.

3.3 Design and implementation of alert mechanism

The main realisation of the alert prompt mechanism is that when the data obtained by the
monitoring device exceeds the environmental threshold of the corresponding hazardous
chemicals storage, the back-end will feed back to the alert monitoring interface, generate
log information and store it in the database. The front end carries out prompt box warning
according to the feedback information, in which the characteristic information and
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corresponding treatment measures of corresponding hazardous chemicals are displayed in
the prompt box by using the technology of knowledge graph. Alert content mainly
includes map positioning, names of hazardous chemicals, device monitoring data and
relevant characteristic information.

Figure 5 The visual display diagram (see online version for colours)
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Figure 6 The device data switching diagram (see online version for colours)
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The prompt alert box combines map positioning and knowledge graph content processing
to facilitate decision-makers to know the geographical location, characteristic information
and emergency measures of hazardous chemicals on alert for the first time. The alert
prompt interface is shown in Figure 7.
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Figure 7 The warning diagram (see online version for colours)
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Figure 8 The alert record diagram (see online version for colours)
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Alert record information is summarised in the alert record interface to display the number
of alerts and the list of alert records in recent one week. Alert records are displayed in
reverse chronological order according to the alert list information returned by the back
end. The user can use the time selector to filter the records. When a specified record is
selected, the front end reads the corresponding alert details, updates the map geographical
location, and displays the specific alert location. At the same time, with the help of
EasyExcel tool, the alert records can be exported in tabular form.

The alert recording interface is shown in Figure 8.

The logic code for switching map geographic information of selected alert record is
as follows:

mounted() {
this.mapinit()
}s

watch: {

// Listen to the alarm list, select changes and reinitialise the map activeWarning:

{
handler() {

this.mapinit()
}s
immediate: true,
deep: true
H

H

mapinit() {
var map = new BMap.Map(“pos-map”);
// Take the location of the currently selected alarm as the centre

var point = new BMap.Point(this.activeWarning.deviceL.ng,
this.activeWarning.deviceLat);

// Set map centre and zoom

map.centerAndZoom(point, 17);

var marker = new BMap.Marker(point); // Create dimensions
map.addOverlay(marker);// Add dimensions to your map
map.enableScrollWheelZoom(true);

var myGeo = new BMap.Geocoder();

myGeo.getLocation(point,(rs)=>{
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var addComp = rs.addressComponents;
// Inverse resolution address

this.position=addComp.province + “” + addComp.city + “” +
addComp.district + “” + addComp.street + “ ” + addComp.streetNumber

1)
H

Each alert record will generate a log. The log is automatically generated through the
SLF4]J tool class. The configuration information file is written in the resource folder, and
the back-end automatically stores the log information with annotations. The main
configuration information is as follows:

<configuration scan="true” scanPeriod="60 seconds” debug="false”>

<contextName>logback-warning-system</contextName>

<springProperty scope="“context” name=“LOG _PATH” source="“logback.path”
defaultValue="./"/>

<!--Output to console ConsoleAppender-->

<appender name="consoleLog” class="“ch.qos.logback.core.ConsoleAppender”>
<1--Specify log display format layout-->
<layout class="‘ch.qos.logback.classic.PatternLayout”>

<pattern>[%d {HH:mm:ss:SSS}] [%t] [%p] [%6X{IP}]-%C[%M:%L]-%m%
n</pattern>

</layout>
</appender>
<!--Some similar logic codes are omitted here-->

<!--Specify the method class that needs to output the log and the corresponding output
level-->

<logger name="com.example.backend” additivity="false” level=“"TRACE”>
<appender-ref ref="fileErrorLog”/>
<appender-ref ref="“consoleLog”/>

</logger>

<!--Specifies the most basic log output level-->

<root level=“INFO”>
<appender-ref ref="“consoleLog”/>

<appender-ref ref="fileErrorLog”/>
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</root>
</configuration>

The generated log information is shown in Figure 9.

Figure 9 The log record diagram (see online version for colours)

2021-05-01 10:50:15,136 [task-1] [] [] INFO c.e.b.s.impl.WarningScheduleTask 38 - 2021-05-01 10:50:15, pocessedbythread: task-1 readingdata
2021-05-01 10:50:20,014 [task-2] [] [] INFO c.e.b.s.impl.WarningScheduleTask 38 - 2021-05-01 10:50:20, processedbythread: task-2 readingdata
2021-05-01 10:50:25,008 [task-3] [] [] INFO c.e.b.s.impl.WarningScheduleTask 38 - 2021-05-01 10:50:25, processedbythread: task-3 readingdata
2021-05-01 10:50:30,010 [task-4] [] [] INFO c.e.b.s.impl.WarningScheduleTask 38 - 2021-05-01 10:50:30, processedbythread: task-4 readingdata
2021-05-01 10:50:32,086 [http-nio-10600-exec-1] [] [1 INFO o.a.c.c.C.[Tomcat].[localhost].[/] 173 - Initializing Spring DispatcherServiet 'd
2021-05-01 10:50:32,086 [http-nio-10600-exec-1] [] []1 INFO o.s.web.servlet.DispatcherServiet 525 - Initializing Servlet 'dispatcherServiet'
2021-05-01 10:50:32,088 [http-nio-10600-exec-1] [] [] INFO o.s.web.servlet.DispatcherServiet 547 - Completed initialization in 1 ms
2021-05-01 10:50:35,016 [task-5] [] [] INFO c.e.b.s.impl.WarningScheduleTask 38 - 2021-05-01 10:50:35, processedbythread: task-5 readingdata
2021-05-01 10:50:35,040 [task-5] [] [] INFO c.e.b.s.impl.WarningScheduleTask 53 - Wami i i i it
2021-05-01 10:50:40,005 [task-6] [1 [] INFO c.e.b.s.impl.WarningScheduleTask 38 - 2021-05-01 10:50:40, processedbythread: task-6 readingdata
2021-05-01 10:50:45,009 [task-7] [1 [1 INFO c.e.b.s.impl.WarningScheduleTask 38 - 2021-05-01 10:50:45, processedbythread: task-7 readingdata
2021-05-01 10:50:50,013 [task-8] [] [] INFO c.e.b.s.impl.WarningScheduleTask 38 - 2021-05-01 10:50:50, processedbythread: task-8 readingdata
2021-05-01 10:50:55,008 [task-1] [] [1 INFO c.e.b.s.impl.WarningScheduleTask 38 - 2021-05-01 10:50:55, processedbythread: task-1 readingdata
2021-05-01 10:51:00,009 [task-2] [1 [ INFO c.e.b.s.impl.WarningScheduleTask 38 - 2021-05-01 10:51:00, processedbythread: task-2 readingdata

(] icals with eqi i

(1

[

(1

2021-05-01 10:51:00,024 [task-2] [1 INFO c.e.b.s.impl.WarningScheduleTask 45 -
2021-05-01 10:51:05,012 [task-3] [] [1 INFO c.e.b.s.impl.WarningScheduleTask 38 - 2021-05-01 10:51:05, processedbythread: task-3 readingdata
2021-05-01 10:51:10,011 [task-4] [1 [] INFO c.e.b.s.impl.WarningScheduleTask 38 - 2021-05-01 10:51:10, processedbythread: task-4 readingdata
2021-05-01 10:51:15,010 [task-5] [] [1 INFO c.e.b.s.impl.WarningScheduleTask 38 - 2021-05-01 10:51:15, processedbythread: task-5 readingdata

4 Conclusions

This paper implements a RDPSHC in energy industry based on knowledge graph. By
combining the application of knowledge graph technology, the system provides the
functions of management, warning and visual display for hazardous chemical risk
prevention and detection. At the same time, the system also displays the system function
results in the form of map information, tables and charts by means of diversified data
display and monitoring charts. In the future research and learning work, we will continue
to use knowledge graph and other technologies, introduce the combination of software
and hardware and intelligent early warning algorithm, improve the efficiency of risk
prevention and detection of hazardous chemicals and provide better decision-making and
analysis services.
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