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Abstract: Despite contributing significantly to the world’s economy and
being the most targeted by cybercriminals for being the weakest link in the
supply chain, small-medium enterprises (SMEs) lag behind cybersecurity
implementation. The budget and expertise constraint hinders them from
catching up with cybersecurity initiatives. This study explores the management
concept of digital empathy and proposes a solution framework for SMEs to
overcome cybersecurity challenges. We found that three drivers can be the
solution to overcome the cybersecurity barrier within firms’ internal context,
such as adequate funding, management support, and attitude towards
cybersecurity risk. Our theoretical framework has also included the digital
empathy approach incorporating subscription-based solutions, modular
solutions, and zero-trust architecture. In addition, we suggest that the supply
chain’s cybersecurity systems be regularly monitored and maintained to
balance cybersecurity and affordability. Furthermore, to enable future
scalability, SMEs must implement the zero-trust architecture, which acts as a
foundation for self-healing and self-correcting supply chain networks.
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1 Introduction

Cybersecurity management is a challenge for a large multi-national company, let alone
small-medium enterprises (SMEs). To make matters worse, SMEs’ struggle doubles
owing to fewer resources, capital, and awareness of achieving cybersecurity maturity
(Bada and Nurse, 2019). However, there is an urgency now more than ever to get SME’s
achieve cybersecurity resilience. This is because of SME’s vulnerable network;
cybercriminals often target it to penetrate large manufacturing firms. Moreover, with the
pandemic-enabled increase in remote connectivity, cybercriminals have fertile ground.
SolarWinds cyberattack is a perfect example of how sophisticated the cyberattack has
become, which had its ramification continue throughout 2021 (Bernard, 2021). With
businesses, especially manufacturing, embracing digitalisation for efficiency
improvements, the convergence of people, processes, and technology is needed to
mitigate these risks. And so, SME’s can no longer be left behind in this endeavour,
especially with them representing 90% of businesses and over 50% of employment
worldwide (World Bank, 2022).

SMEs are forced to implement digitalisation to keep up with the fast-paced and
dynamic technological advancement. However, they are unequipped both in resources
and technical expertise to prevent cyberattacks (Yudhiyati et al., 2021). Despite this,
there have been many proposals and efforts to assist SME’s by providing training,
awareness, and education; but the cybersecurity issues with SME’s persist (Bada and
Nurse, 2019). Low-security budgets, a lack of cyber-skills, and a rise in cyberattacks can
all have a negative impact on SME competitiveness and even endanger the value chain to
which they are linked (ENISA, 2021). The ramification of this continued state is the
confidentiality, integrity, and availability of sensitive data. They possess about the
customer, and proprietary information cannot be upheld. This failure would ultimately
affect the reputation of their business partners and their survivability if not addressed.
Studies have shown that firm’s ability to manage cybersecurity has a positive influence
on the firm’s performance (Fernando et al., 2018a). Therefore, the reverse is a true
consequence of poorly managing it. Furthermore, one of the five cybersecurity trends
projected is that it will become a deciding factor for supply chain partnerships, with firms
increasingly considering cybersecurity resilience and exposure when deciding which
partners to engage with (Bernard, 2021).

Despite staggering security advancements, the state of the rising cyberattacks trends
forces one to question the ability of technology alone to address cybersecurity. While
firms’ spending on cybersecurity solutions has doubled from 2011 to 2019, the
cybersecurity-related damages have increased six times (FBI, 2019). Moreover, they
recognised the devastating impact of cyber threats on firms regardless of large or small
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enterprises. As a result, security analysts are calling on firms to look into ways of
achieving cyber resilience. And to achieve cyber resilience in the remote work
environment post-COVID-19, both the leaders, security providers and even cloud
technology solutions providers are urged to employ digital empathy by Ann Johnson,
corporate vice-president of Microsoft’s cybersecurity solutions group (Sara, 2020). The
term ‘digital empathy’ is a novel way of articulating the balance in cybersecurity between
user experience and IT functionality.

However, a review of the current literature found no published work on digital
empathy in the context of cybersecurity. As a new buzzword attracting industry players
and service providers, academics must catch up and contribute to awareness and its
adoption. Therefore, this paper acts as a research agenda on the subject and will outline
digital empathy concepts and how it is possibly the solutions that SMEs need to address
their cybersecurity posture.

2 SME and cybersecurity challenges

SME:s are defined differently in different countries and organisations. SMEs are classified
as micro, small and medium enterprises, with the number of employees being the most
popular denominator for a definition, followed by turnover and assets. However, the
definition has been simplified broadly under two categories, namely the manufacturing
and service sector. For manufacturing, the sales turnover is 15 million to 50 million or
employees not exceeding 250 (SME Bank, 2017). SMEs are a big contributor in most
industries and manufacturing value chains, thus having the same opportunity to embrace
digitalisation as their value chain members. However, they face challenges in managing
big data and the privacy and security issues with its implementation (Han and Trimi,
2022).

SMEs lack maturity and are most vulnerable in regard to their cybersecurity and
resiliency (Benz and Chatterjee, 2020). While SMEs suffer the same kind of
cybersecurity challenges as large businesses, they typically lack the resources to address
the threats properly. Moreover, some SMEs have an unfounded perception that
cybersecurity will not affect them as larger firms possess data that would be more
attractive to cybercriminals. Therefore, only a few SMEs invest in cybersecurity
technologies (Cimini et al., 2021).

The topic of cybersecurity and SMEs is rich in the literature. Thus scholars have
generally noted the vulnerability of SMEs who were becoming a frequent target for
cyberattacks (e.g., Zec and Kajtazi, 2015). However, some SMEs may have considerably
higher profiles than others, making them a more appealing target for attackers, who may
use a variety of attack channels and capabilities (Lewis et al., 2014). Moreover, the
geographical location of the SMEs, particularly from developing countries that were
regarded to have weaker security systems are more prone to attacks (Yudhiyati et al.,
2021). Despite the vulnerability, lack of investment, budget constraints and technical
disability are continued to be cited as the major causes of SME cybersecurity issues
(Fernando et al., 2022), which can stem from a lack of security awareness among SME
owners and a lack of cost-effective practices (Shojaifar et al., 2018).

Past studies have attempted to classify factors that influence cybersecurity adoption
among SMEs (Kabanda et al., 2018), taxonomies for identifying risk categories (Lewis
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et al., 2014), models or framework on SME’s character that determines their approach to
security adoption or avoidance (e.g., Browne et al., 2015), SME’s maturity evaluations
(Cholez and Girard, 2014) and even evaluating how security standards can be customised
for small firms (Valdevit et al., 2009). However, despite the contributions and discovery,
SMEs remain the weakest supply chain member, putting focal firms at risk. For example,
it was reported that SMEs are subjected to 350% more social engineering attacks than
larger corporations (Edward, 2022). Therefore, SMEs need to build sufficient capacity to
handle thorny cybersecurity issues (Fernando et al., 2020).

SMEs face many challenges ranging from lack of awareness of cyber threats, lack of
budget for adopting security solutions, lack of technical expertise and even poor security
culture. This makes them more exposed to spear-phishing attacks, which cybercriminals
are exploiting. Hence, security analysts and academia urge firms, especially SMEs, to
invest in cybersecurity, either from education and awareness building perspectives or by
purchasing off-the-shelf solutions to mitigate its challenges. However, while seemingly
accurate, this approach has not yielded the intended result. And the reason for this is
attributed to the fact that the cybersecurity solutions provider understands neither the
SME context nor requirements (Shojaifar et al., 2018). Hence, there’s a need for digital
empathy on the part of service provider’s tools and technologies to assist SMEs in
addressing cybersecurity challenges.

3 Method

A reproducible literature search was done on Emerald and ScienceDirect (Elsevier)
database with keywords’ cybersecurity AND digital empathy’ and ‘digital empathy AND
SME’ in the title from 2012 to 2022. However, the search yielded zero suitable titles
affirming the infancy stage of the concept among researchers. But when searched using
‘digital empathy’ alone, results were found. However, the literature revolved around
media literacy, pedagogy, and digital health. Therefore, it is perceived that digital
empathy within the cybersecurity context is still new and has not attracted much attention
among scholars. But there is a pressing need for a clear concept of digital threat.
Furthermore, it is vital to empirically explore and test the concept validity and actual
adoption behaviour among industry players. Therefore, this study sets the precedence by
inviting scholars to converge knowledge from the industry and academia to build theory
and identify the use cases, barriers, challenges, and motivations for its adoption.

Table 1 Keyword and search results from Emerald and ScienceDirect

Keyword Year Emerald ScienceDirect (Elsevier)

Cybersecurity AND 2012-2022 Zero titles related to digital empathy and cybersecurity
(digital empathy)

Digital empathy 2012-2022 Zero titles related to digital empathy and SME
AND (SME)
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4 Results

4.1 Digital empathy

One of the reasons for the imbalance between rising expenditure for security solutions
and an equally rising number of attacks is the lack of empathy. Security vendors are
developing solutions based on the threat categories but fail to solicit feedback from their
prospects or customers. Not understanding the customer requirements results in solutions
that are either unmatched to their needs or too costly to afford. Hence, SMEs are often
left out, citing budget, expertise, and awareness. This is why the security experts
advocate a digitally empathetic approach to offering security solutions to customers,
particularly SMEs. According to a security analyst from ViewQwest, there are many
cybersecurity solutions available to large enterprises, but few are designed to cater to the
cybersecurity needs of SMEs (Vignesa, 2022).

Digital empathy arises due to the existing commercial security solutions’ inability to
cater to firms with varying sectors and sizes. It entails considering how regular people
interact with technology and ensuring that security is integrated into their working
practices rather than cybersecurity experts (Business World, 2021). Rather than offering a
catalog solution based on external knowledge of a threat; service providers need to
understand:

a the SMEs motivation for wanting a protection

b the type of protection most suited to the nature and size of their business
c the features more valuable to their immediate need and above all

d asolution that caters for their budget and is scalable.

Digital empathy urges security vendors to focus first and foremost on the criticality of the
cyber threat situation and its impact on society and nations ahead of making a profit. In
other words, protecting the security of the critical infrastructure is everyone’s
responsibility, which will impact the nation if left unsecured. So, the paradigm shift here
is to offer ways to make it possible for firms, especially SMEs, to adopt security
solutions. Thus, with digital empathy in the field of cybersecurity, digital solutions can be
more inclusive and adaptive and can adapt to a wide range of people’s ever-changing
situations.

Within the firm’s context, insider risk reduction and organisational resilience require
digital empathy, which is increasingly a frontline defence in information security. It is
crucial for employee trust, morale, and loyalty, and it’s at the heart of some of the
world’s most widely used technology. Negative deterrence measures such as employee
limitations, monitoring, and punishment, according to Carnegic Mellon University’s
(2019) Security, do not minimise insider risk. What works is prioritising employee
engagement, connection, and well-being.
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4.2 Benefits of digital empathy

It takes a digital community to keep up with cyber threats, and so with digital empathy,
the process gets better and more beneficial to everyone involved. Some of the benefits
reported by industry experts, as reported in Caroline (2021), are as follows:

1

5

Digital empathy inspires solution providers to think out of the box and be creative
and flexible in their product offerings.

Trust is enhanced through digital empathy. Both the service providers and the SMEs
need to put their customers’ needs in mind when tailoring a solution effectively. A
personal touch can go a long way in helping prospective clients feel secure in the
knowledge that their interests and information are being safeguarded under the care
of their selected cybersecurity firm.

The scalable feature is enabled through digital empathy. Acknowledging that change
is the only ‘constant’ in life or business, businesses should be ready to embrace those
changes with a process and systems that are adjustable.

Reduced dependencies on the workforce to police security threat detections; rather, it
is handled through a system. For example, Microsoft uses Insider Risk Management
software to leverage signals from Windows 10 to detect anomalies; without having
to configure, manage or maintain them physically.

Ways to achieve digital empathy

There are three essential approaches to achieving digital empathy, namely:

1

Subscription-based service: SMEs need an accessible subscription-based service
instead of making upfront investments into hardware for cost efficiency. This would
require customised, smaller solutions in scale and easier to deploy and manage to
address the potential lack of in-house cybersecurity expertise. Past studies have
advocated that firms select and apply the best technique which fits their firms’
capacity and capability (Fernando and Tew, 2016).

Modular security packages: Rather than taking a premium solution package offer,
SME:s should be offered the flexibility to customise the product based on the user’s
role and context to ensure that the client can utilise it without difficulty. Accordingly,
the modular application would result in a cheaper cost for the SMEs Thus. Moreover,
it can be adopted in stages, therefore not depriving the SMEs of securing their
network.

Zero-trust’ architecture: Zero-trust architecture implementation is gaining
popularity to defend and deter cyber threats or cybercrime (Alagappan et al., 2022).
The zero-trust approach assumes every access request is a possible breach. This
multi-factor authentication should be employed for anyone in the firm. Each
employee or device associated with the access is monitored and given a risk score.
Any suspicious activity or increase in attempts to deviate from the norm is evaluated.
Risk scoring and evaluation are transparent to the user by the tool itself. The
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simplicity of the tool and processes for risk assessment goes hand in hand with
digital empathy.

Post-pandemic, only 51% of the businesses are planning to accelerate zero-trust adoption
(Figure 1). The rest of the firms are expected to catch up as it is predicted that zero-trust
will become the industry standard (Russel, 2021). This architecture necessitates a
well-thought-out strategy and roadmap for implementing and integrating security
measures in order to achieve certain business goals. SMEs must establish an
organisation-wide commitment to adopt this architecture, including cataloguing critical
data assets and touchpoints for controlled access. Although initial preparatory work
seems like a limiting process, in the long run, successful implementation of zero-trust
architecture can result in a rapid view of the attack surface.

Figure 1 Zero-trust architecture is adopted by industry (see online version for colours)

[Py . PRpI P ST W L gy [ W DO . SR | S
Impact O1 Fanaemic on vrganization T

LETO ITUSL

Software/Technology _ 59%
Retail - 52%
Manufacturing _ 29%
Financial Services _ 49%
Banking/Capital - 51%
rotal | 51%
m No plans to deploy ® Plan to slow down No changes to plan Plan to speed up

Source: Russel (2021)

6 Discussion — conceptualising digital empathy framework for SMEs

In reviewing literature from academia and industry on barriers for SMEs to adopt
cybersecurity solutions and the clarion call for a shift into digital empathy solutions, this
study proposes a digital empathy framework for SMEs as depicted in Figure 2. This
framework agrees with Kabanda et al. (2018). The three main factors that act as barriers
within firms’ internal context are management support, adequate funding, and attitude
towards cybersecurity risk translated as the firm’s security posture. Management support
is the critical factor for setting the security tone within the firm. It has been reported that
management’s commitment and clear vision inspire employees to embrace technology
and the proposed culture (Fernando et al., 2018b). Coupling this with digital empathy
solutions that offer subscription-based, modular solutions that are cost-effective and not
dependent on human resources for constant monitoring and regular maintenance, the
SMEs are expected to balance cybersecurity and affordability. Furthermore, to enable
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future scalability, SMEs must implement the zero-trust architecture, which acts as a
foundation for self-healing and self-correcting supply chain networks.

Figure 2 Conceptual framework on digital empathy for SME (see online version for colours)

External environment Internal environment

Digital empathy approach to
cybersecurity

SME e Management support
e Subscription based __,| cybersecurity e Budget
solutions implementation e Security posture

e Modular solutions:
customisable and
scalable

e Zero-trust
architecture

7 Limitations and future direction

This paper is conceptual in nature, given the infancy stage of the term digital empathy.
Thus, the framework proposed in this study needs to be enhanced, adjusted, or amended
as more knowledge on the topic emerges. A case study approach is recommended to
achieve an in-depth understanding of the digital empathy concepts and evaluate the extent
of its offerings to SMEs. The case study is also useful in this exploratory context to add
to the depth and understanding of the concepts. Similarly, an empirical study is also
requested to test the framework with validated instruments for the questionnaire. Digital
empathy offers vast opportunities for researchers, so it is the hope of this study that it acts
as a propeller toward that objective.

8 Conclusions

Despite contributing significantly to the world’s economy and being the most targeted by
cybercriminals for being the weakest link in the supply chain, SMEs lag behind
cybersecurity initiatives. The budget and expertise constraint hinders them from catching
up with cybersecurity initiatives. Recognising the changes post-Covid19 with increased
connectivity and remote access, security experts are calling for digital empathy.
Digital empathy revolves around making technology user friendly, flexible, and
scalable. To achieve digital empathy, security vendors need to devise packages that are
subscription-based, modular and utilising zero cost architecture. In addition, the SMEs’
top management must internally ensure the organisation’s commitment to adopt a
cybersecurity mindset, allocate budget, and establish a security posture favourable for
cybersecurity solutions.
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