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Abstract: [Pv6 development and deployment have opened up several concerns
in reference to its transition from IPv4 to IPv6 and its practical challenges.
Mobility support is one of the significant features in IPv6 that has improved in
every efficient manner than IPv4. Mobile IPv6 allows mobile devices to be
connected to the correspondent node even when it moves to the other network.
The current location of the mobile node is informed to the home agent and
correspondent node through binding update schemes. With the aim of
experiencing this improvised network and to perform IPv6 related research, the
binding update schemes of mobile IPv6 are explored in this paper. The paper
emphasises the number of messages exchanged between the communicants
during the location update of mobile devices in the various binding update
schemes in mobile IPv6. In addition, it discusses the attacks that are involved in
the binding update messages of the existing methods. Finally, the paper focuses
on the comparative analysis of the various binding update schemes based on the
number of messages communicated between nodes.
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1 Introduction

The invention of the internet is revolutionary in the world of computers and
communications. Since then it has been widely used as a broadcasting mechanism, source
of information dissemination, collaboration medium, and computer communications
irrespective of the location. Then, it has been under the research and development phases
in order to gain efficiency and become better than earlier. The National Science
Foundation started an idea to build a contemporary backbone network, an interconnected
network, running transmission control protocol or otherwise called as internet protocol
(TCP/IP) to connect supercomputer hubs and provincial network (Botta et al., 2016).
Now, the terms such as http.//www.example.com are being used by almost every human
of the world (Saha et al., 2004).

The constant rise in the growth of internet population (Ziegler and Ladid, 2016)
imposes many issues to the innovators and engineers to be addressed. A node/computer
system must be named based on some standards to become visible among the internet
population. The IP is an international standard set for the communication among the
nodes present on the internet and makes the nodes to be reachable from every other node
present in the network. In a connected system of nodes, if any node sends data (e.g., an
e-mail message) then the message gets split into little pieces of data called packets and
reaches the gateway of the network. These little chunks might contain both the sender’s
and receiver’s address. The gateway upon receiving the message reads the destination
address in the packet and forwards it to the adjacent gateway which in turns reads the
destination address and so forth goes across the internet till one realises the packet
(Vinnarasi and Chandrasekar, 2019). This is done using TCP which when used in the
internet applications is called IP (Zhang et al., 2016).

When the first [P was proposed, the addresses assigned to the nodes were called IPv4
addresses. This address is 32-bits long which could cover around 4.3 billion addresses
(232 addresses). The address allocation in IPv4 is based on the network class it belongs to.
Since addresses got depleted gradually, classless interdomain routing came into existence
for the network communications (Carlos et al., 2009).

The PCs, smartphones, gaming systems and everything else connecting to the internet
have been assigned addresses from almost all the available addresses of IPv4 address
pool (Cui et al., 2015). Consequently, the IETF had to develop a newer version of IP,
IPv6 to rescue from the situation of IPv4 address exhaustion. IPv6 follows 128-bit
addressing and have the capacity of assigning 2'?% addresses (Soininen and Korhonen,
2015) until it becomes exhausted. This amount is 340 times 10 to the power of 36
possible IP addresses.

Expanding the pool of IP addresses might yield other advantages as well. Due to the
scarcity of IPv4 addresses, much of the present day internet relies on network address
translation (Francis, 2015). But, with IPv6 addressing (Liu et al., 2015; Waddington and
Chang, 2002) almost every device can connect to the internet. In addition, the security
features of the IPv6 itself are much efficient and accurate than IPv4 (Akilandeswari et al.,
2017). Encryption techniques are used to ensure the integrity and authenticity of each
IPv6 packet and the procedures targeted at thwarting packet spoofing are also improving.
The IPv6 is much better than IPv4 in checking if the internet traffic is forwarded to the
right direction and the packets are delivered to the accurate destination without getting
intercepted (Henry et al., 2016; Zhu et al., 2008; lapichino and Bonnet, 2009). It uses a
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128-bit addressing scheme, out of which, 64 bits are assigned to the network identifier
and the rest 64 bits are assigned to the host identifier (Sahadevaiah et al., 2015; Grgi¢
et al., 2016).

The written form of an IPv6 address is aaaa:aaaa: aaaa:aaaa:aaaa:aaaa:aaaa:aaaa,
where ‘a’ is a hexadecimal representation of a number, expressed in 4 bits. The leading
zeros of each section can be omitted (Amutha et al., 2016). The lifetime of the IPv6
address is categorised into two; valid and preferred. The valid lifetime is more than the
preferred lifetime. Once the preferred address is expired, it cannot be considered as a
valid source IP. And, if valid lifetime gets expired; the address is not acknowledged as
legal destination IP for any incoming packets or used as a source IP address. IPv4 uses
subnet mask for identifying the network id from the host id. The IPv6 does not use any
mask for identification. For this, IPv6 subnet prefix (Weniger and Zitterbart, 2002; Troan
and Droms, 2003) is introduced to indicate the number of bits comprising network subnet
prefix (Cooper and Yen, 2005).

Figure 1 Mobile IPv6 networking environment (see online version for colours)
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Home agent (HA) allocates its home network router as an authority of itself when a
mobile node (MN) travels from home network to an external link (Gohar et al., 2015).
The HA provides services to all the nearby MNs that are connected to it and sends
address information to all the MNs (Muraleedharan and Mathi, 2017). Hence, it needs to
know the location of all the MNs wherever they move and updates its binding cache
about the location of the MNs. It includes two types of messages, one is router broadcast
(sending periodically on the link by the IPv6 router to MNs) and the second message is
router request (sending request packet directly to the router from MN) (Loo et al., 2016).
The MN sends the information about its care-of address regardless of how far it is so that
the HA can get in touch with the MN (Khatri and Senthilkumar, 2017). When the first
packet arrives at the MN through the tunnel on the internet (Shahriar et al., 2010;
Al-asadi et al., 2017), and the MN recognises that the packet is forwarded by the HA, it
sends binding information to the communicant. The HA generates a record in its binding
memory, including the care-of address and the previous address of MN when it receives
the binding update (Parenti et al., 2002; Stewart et al., 2004; Lee and Kim, 2017; Atzori
et al., 2010).
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The paper is organised as follows. In Section 2, the works related to binding update
schemes in an IPv6 mobility environment are discussed. In Section 3, a comparative
study of the binding update schemes based on the number of messages exchanged
between the nodes for communication is investigated to analyse the efficiency among
them. Section 4 concludes the paper.

2 Material and method

Return routability (RR) protocol uses an infrastructure-less solution to achieve route
optimisation and that enables to avoid triangle routing problem (Ren et al., 2006;
Fernandez et al., 2016). Here, the MN requests a correspondent node (CN) to examine the
ownership of its care-of-address (CoA) and home-of-address (HoA) as shown in
Figure 2. In order to achieve it, two independent messages: the Home address Test initial
and CoA Test Init are sent at the same time. It forms the return routability procedure and
requires little processing at the CN. Simultaneously, HoT and CoT can be returned
rapidly. However, this procedure lacks security and requires additional message
computations (Modares et al., 2014; Kim et al., 2017).

Figure 2 Return routability message exchange
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The crypto-based identifiers method (CBID) is a 128-bit non-routable identifier derived
from hashing a public key and a 64-bit imprint (Koo and Lee, 2007). Using a modified
version of the CBID technology, mutual authentication between the nodes can be
provided by the cryptographically generated address (Modares et al., 2012; Qadir et al.,
2015). It is not necessary for the MN to create a signature whenever it is gaining a fresh
CoA. The CBID uses one message for digital signature and two messages for exponential
calculation during the calculation of MN and CN. It has the following rounds of
messages: pre-binding update (PBU) from the MN to the CN and pre-binding
acknowledgement (PBA) from the CN to the MN, both are through the HA; pre-binding
test (PBT) is directly from the CN to the MN (Montenegro and Castelluccia, 2004).

The MN sends a PBU message to the CN via its HA when it moves to a foreign
network for the first time. CN computes two keygen tokens after receiving the PBU
message and sends them to the MN in PBA and PBT messages. The MN combines the
received tokens such that the result of it can be used to authenticate the BU messages.
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When the CN receives the BU message, the validity of the CBID is verified. Although
messaging count by the HA can be taken as negligible in nature; the number of messages
by the MN is more in number.

Child-proof authentication for MIPv6 (CAM) makes use of only one message;
therefore mutual authentication cannot be attained because it requires at least
two messages (Fathi et al., 2008). Moreover, MN faces more computational load because
MN is required by each and every BU message to generate a signature. Subsequently, the
CN carries out the signature verification. In elliptic curve based binding update (ECBU),
the shared master secret is established by the MN and CN by using the elliptic curve
which is based on the Diffie-Hellman key agreement protocol. It is followed by the
derivation of the binding management key from the shared master secret. The key
conformity protocol data is conceded out in the RR and BU messages. Simultaneously,
HoT and CoT messages are sent. In order to acquire the CN’s public key, the MN sends a
home address test initial to the CN (via the HA). It uses one message for the signature
calculation at the CN and MN.

Elliptic curve crypto-based identifiers (ECBID) method is based on the elliptical
curve cryptography (ECC) which is a public key encryption technique. ECC uses the
properties of the elliptic curve equation to generate faster, smaller, and more efficient
cryptographic keys (Biehl et al., 2000). This scheme comprises of six rounds of messages
and the cost of using IPSec is not enclosed within the protocol. ECBID uses one message
for digital signature and two messages for exponential calculation by the CN. Further, it
takes one message for digital signature, two messages for exponential calculation and one
message for MAC by the HA (Yu et al., 2016).

The communication and computation cost is less in ticket-based binding update
(TBU) protocol (Lee and Kim, 2017). Hence, in comparison to the above discussed BU
protocols, TBU is more effective. There are four rounds of messages that are used in this
method as given in Figure 3. One message is used for MAC alone during the calculation
of CN and MN. It performs better in terms of the number of messages exchanged
between the MN and CN. However, each message transfer takes a little amount of time
which sums up to a delay in receiving a message.

Figure 3 Ticket binding update mechanism (see online version for colours)
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The proactive handover technique is discussed in Dutta et al. (2007). The current location
of MN is determined in addition to the information received from the neighbouring
nodes. The packet loss and delay is less in the location assisted handover method (Koo
et al., 2006). A mobile assisted authorisation, authentication and handover mechanisms
provide smooth and secure mobility to the MNs. The process of pre-configuration and
pre-authentication offers timely and seamless handover. The resource utilisation can be
improved by implementing the pre-authentication over the intersecting area of the various
networks. Although it provides optimised handover, it suffers from the additional
signalling and tunnelling overhead.
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The context-aware ticket-based binding update authentication (caTBUA) protocol
relies on the context information to validate CoA. It balances the trade-off between
efficiency and security (You et al., 2010). Existing BU authentication protocols either
bypasses the validation process of CoA or CN performs its own validation (Bouaziz and
Rachedi, 2016; Goswami and Das, 2016; Kumar and Krishna, 2018).

The modified leakage resilient-authenticated key establishment protocol is discussed
in Fathi et al. (2008) to address the authentication authorisation and accounting problems
of the mobility networks. Figure 4 presents the working of this protocol that follows the
client-server model based on RSA public-key cryptography. The verification data is
registered to the server by the client. Further, the server’s key generation is verified by
the challenge-response protocol. After the client and server are authenticated each other,
the shared session key is generated. The transmission and encryption delays are high in
this method. However, higher performance can be attained with a compromise on the
complexity overhead.

The batch binding update mechanism incorporates elliptic curve cryptography that
benefits from the reduction of the computational overhead. The address ownership of the
MN is taken care by the multi-key cryptographically generated address. The various BU
messages can be verified by the CN whose authenticity can be identified as well (Yeh et
al., 2013).

The detailed analysis of the IPsec protocol for real-time communication is discussed
in Perlman and Kaufman (2001). Internet key exchange consists of two sections. The
exchange in the first section is dependent on the identities and secret shared keys of the
MNs, HA and CN. The second section is reliant on the establishment of the session key
of the first section. Moreover, the first section can be followed by multiple second
sections. Its performance gets affected due to the expensive nature of the first section key
establishment.

Figure 4 Resilient-authenticated key establishment protocol
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The major concerns related to security in wireless sensor networks are presented in
Kavitha and Sridharan (2010). The attacks are classified as per the various characteristics
such as active and passive attacks, internal and external attacks, host domain and
protocol-based attacks. The jamming attack comes under the category of denial of service
and can be deceptive, reactive and random in nature. The solution discussed for the
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flooding attack is solving the puzzle by the client to address its commitment towards the
session. The authentication of the packets is required to prevent the de-synchronisation;
hence add to the delay overhead. The private key encryption techniques add to the overall
computation cost. Although, symmetric key crypto-system is faster but is not scalable.
Furthermore, it summarises the deployment works in security susceptible perspective and
provides details on the insider attacks (Amin and Biswas, 2016).

Encapsulated security payload and authentication header provide the necessary
security measures in IP security as shown in Figure 5. It can work in transport as well as
tunnelling mode. The confidentiality of the data messages and the authentication of the
source are ensured by the encapsulated security payload. The intrusion detection system
collects the network related information followed by the analysis of the gathered details
and finally takes preventive actions if any security threat is encountered (Zagar et al.,
2007). The body area network based on mobile health is discussed in Varga et al. (2014).
The mobile health monitoring requires secure BU and BA to work efficiently in real-time
situations.

Moreover, the stealthy denial-of-service attack impacts the resource utilisation in
addition to the denial-of-service (Manohar and Baburaj, 2016). A new attack scheme
named slowly increasing and decreasing under constraint denial of service attack is
proposed to control the various network vulnerabilities. There are many factors that
govern over the selection of the encryption algorithm and session key management. The
maintenance of the key secrecy is vital to determine the strength of the end-to-end
secured communication among the entities over the mobile network. The detail
description of the security aspects related to the authorisation and session key
management is discussed in Amin and Biswas (2016).

Figure 5 IP security flow (see online version for colours)
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The mobile users send the authentication request via mesh access points or gateway to a
centralised entity for the authentication. The signalling path is longer and can face
propagation delay; hence cannot perform efficiently in the real-time applications. There
are many fast authentication mechanisms such as pre-key-distributions, enhanced
inter-access point protocol and predictive authentication. The requirement of the bilateral
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service level agreement makes most of the exiting fast authentications ineffectual for the
inter-domain handoff. It experiences scalability problems.

Figure 6 Components of localised authentication and billing
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The short digital signature method is used in secure localised authentication and billing
technique (Zhu et al., 2008). The digital signature overhead is reduced in this and
discussed as an efficient approach in the crypto-systems. It has a length of 160 bits and is
small in comparison to the RSA encryption which has 1,024-bit length. This security
technique is distributed in nature and comprises five components as given in Figure 6. It
is based on the traditional public key infrastructure.

The accounting profile of local users is generated and maintained at the mesh access
point to track the spending time of the mobile users. Any updation on the information
requires a secure protocol for the accounting. Consequently, it adds to the signalling and
maintenance overhead. The clearance phase is event-driven in which each and every
D-coin is considered to be an event. The submission of the D-coins to the roaming broker
is done once the minimum time frame or the size is satisfied. Subsequently, the procedure
of the summative signature after verification of the collected D-coins reduces the
verification and transmission cost.

In the nested mobile network, a mobile router performs the role of a gateway. In case
of the movement in the network, mobile router acquires a CoA with respect to the visited
link and registers the same to the foreign network. Consequently, a tunnel that is
bidirectional in nature is constructed to enable the flow of packets between the CN and
the MNs. The further rise in the network nesting level leads to more tunnelling.
Therefore, it results in more hand-off delay and service disruption (Bhattacharya et al.,
2017). The route optimisation is focussed on the access router option scheme. The
information related to the BUs is gathered by the HAs from the upper-level mobile
routers in the network. But, it faces communication cost penalty in case of the more
nested network. The hand-off mechanism in this scheme is not permanent in nature; as a
result, it faces disruption in the communication. Therefore, it can be concluded that the
scheme is not efficient in highly dynamic situations.

The quality of experience and service agreement level in case of the handovers is
discussed in Piri et al. (2015). The reliable metric measurement in real time environment
is difficult in nature. The quality-based mobility scheme facilitates the MN to identify the
appropriate base station with respect to its service requirements (Vidhya and Mathi,
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2018). The quality metric results are stored in the database of the information service that
permits the end system to find the suitable near-by networks. An adequate range of
information can be obtained by using any single query to decide the handover and
binding targets in the heterogeneous networks. This scheme requires a satisfactory
amount of resources in order to improve the overall performance of the network.

In order to overcome the complexity of the traditional public key cryptography, the
identity-based approach is used. It follows a new modified scheme for the generation of
the private key (He and Zeadally, 2015). The three main components are the controller,
server and mobile users. The private key of the controller is derived by performing the
hash function on the identity of the controller and its private key at the server end.

To achieve smooth BUs of the MNs in addition to the minimal packet loss, predictive
handover is discussed in Yousaf et al. (2016). There is a bidirectional tunnel between the
MN’s new IP subnet and the previous one. When the handover occurs, all the packets
pass via the tunnel to the new CoA of the MN. This scheme experiences high tunnelling
overhead in case of the rise of the MNs and the network traffic. Additionally, the packet
size also increases and over-consumption of the resources. It also faces processing load
and congestion issues. Moreover, the performance depends on the mobility speed of the
MNs and the time constraints of the handover.

The method discussed in Qiu et al. (2004) states that MNs are provided proxy
security by the HAs and authentication is the function of the HA’s certificate (Douligeris
and Mitrokotsa, 2004). Session key management is also deployed at the HA end in order
to provide the balance between the security measures and the communication speed.
Machine learning approach for the decision making of efficient energy consumption for
IoT sensors is presented in Sharad et al. (2015) and Kumar and Krishna (2018). XXTEA
is the encryption module used for the security purpose because it utilises less resource.
The reliability and correctness of data can be attained by the use of the security primitives
in the distributed environment.

3 Results and discussion

Based on the number of messages exchanged between the nodes for communication, the
efficiency of the scheme is measured. The BU schemes considered for the comparison are
RR, ECBU, CAM, CBID, ECBID and TBU. Here, the CAM scheme uses merely single
message; therefore communal endorsement is not possible because at least two messages
are required to achieve mutual authentication. Figure 7 shows the comparison between
the message count and the different BU schemes based on the total messages
communicated in all the schemes. The RR and CAM have the highest messaging count
whereas ECBU has the least number of messages exchanged between the nodes. The
CBID scheme has less number of message count than ECBID but more than the TBU
scheme.
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Figure 7 Total number of message exchanges (see online version for colours)

S

Number of Mess ages
l'.lﬁ

RR ECEU CBID ECBID CAMI TBU

Out of the number of messages used for communication, few are used for calculating
parameters such as digital signature, exponential calculation, symmetric key and MAC by
the MN, CN, and HA. The comparison between the message count and the different BU
methods based on the number of messages transmitted by the MNs is presented in
Figure 8. RR and CAM have a similar number of messages for the MAC. CBID and TBU
schemes have less number of messages exchanged in comparison to CAM and RR. In the
case of a digital signature, the similar count of messages is transmitted by the MN in
ECBU and CBID schemes. Furthermore, CBID presents the highest number of messages
for the exponential calculation.

Figure 8 Number of message exchanges by MN (see online version for colours)
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Figure 9 shows the comparison between the message count and the different BU schemes
based on the number of messages transmitted by the CNs. CAM has the most number of
messages exchanged followed by the RR for the MAC whereas the other schemes have
an almost similar number of messages count. In case of digital signature as well, CAM
has the highest number of messages exchanged whereas ECBU, CBID and ECBID have
reduced and comparable messaging count. However, when the exponential calculation is
considered, the number of messages transmitted by the CN is almost similar in CBID,
ECBID and CAM schemes.

Figure 9 Number of message exchanges by CN (see online version for colours)
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Figure 10 shows the relationship among the message count and the various BU schemes
based on the number of messages transmitted by the home agents in the various schemes.
TBU exchanges the most number of messages in the case of MAC in comparison to the
other schemes. The number of messages exchanged for exponential calculation is almost
similar for ECBID and CAM. For the digital signature, CAM has the number of messages
transmitted by the HAs as compared to ECBID. The RR and CAM consume more
signalling overhead as shown in Figure 11. The ECBID has less overhead in comparison
to the CAM but more than the CBID. TBU and ECBU schemes present less signalling
overhead and are more efficient than the other discussed schemes.

From the comparative report on the exchange of the messages of the various BU
schemes, the current location of the MN is notified to the HA and CN via BU messages.
The number of messages exchanged during the BU impacts the delay and the efficiency
of the binding schemes. Hence, the exchange of messages needs to be processed in such a
manner that it results in faster networking. The TBU scheme has low messaging overhead
but CAM and RR schemes have high signalling overhead.
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Figure 10  Number of message exchanges by HA in BU schemes (see online version for colours)
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Figure 11  Signalling overhead vs. number of message exchanges (see online version
for colours)
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4 Conclusions

The main motive of the present paper is to do a comparative investigation of various
mobile IPv6 binding update schemes and understand their efficiency with respect to the
number of messages exchanged between MN and HA. There are many binding update
schemes used between the MN and the HA. To understand the working and the way of
exchanges, a comparative analysis is done in the paper among the binding update
schemes. The paper discusses the number of messaging count during the binding of MNss
in MIPv6. The BU is used to notify HA and CN regarding the current location of the MN
for exchanging messages. The delay and the number of messages exchanged play a vital
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role in the efficiency of the binding schemes being used. The messages are meant to be
processed rapidly in order to achieve a faster and responsive network. The comparative
study of various BU schemes is presented in this paper. It is identified that RR and CAM
schemes have the most number of messages exchanged whereas TBU scheme has less
messaging overhead.
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