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Abstract: Today’s rapidly digitalising world has led to business processes 
becoming digitalised, which necessitates paying attention to the cybersecurity 
issues inherent in those digital processes. The multi-disciplinary nature of 
working life and the complexity of cybersecurity issues place demands on 
learning environments. The present study examined the requirements for 
optimal in-service training to ensure individual and organisational learning of 
the competencies that are crucial for dealing with cybersecurity incidents. 
Building on theories of authentic learning and qualitative research methods, the 
study identified three fundamental components and four elements of optimal  
in-service cybersecurity training. The research found that practicing 
organisational actions increased readiness and competence to act in the face of 
a real cybersecurity incident. A comprehensive cyber arena supports the 
implementation of optimal training and thus the efficiency of in-service 
training. 
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1 Introduction 

The concept of cybersecurity became more widespread in the early 2010s, as the 
digitalising world introduced new threats. In addition to traditional cyber threats and 
digital influences on information, digitisation is now affecting almost all business 
processes in the Western world, and cybersecurity issues have increasingly become 
business process issues. This situation has created a need for cybersecurity specialists to 
ensure the security of business processes, which according to Lindsay et al. (2003) are 
multi-faceted, complex, and include human operators. These specialists must continually 
update their competencies as the technologies, threats, and operating environments in 
which they work evolve. Many cybersecurity experts work in occupations and positions, 
(e.g., as cybersecurity experts in banks) that seldom require them to face real-life cyber 
distractions and interference – situations that are referred to hereafter as incidents. 
Nevertheless, they should have the competence to recognise incidents and respond 
appropriately to them. To become experts, specialists require continuous in-service 
training to maintain and advance their expertise in today’s rapidly changing world. 

In the present study, we examined the requirements for optimal in-service training 
implementation to ensure the individual and organisational competency learning that is 
crucial for facing complex real-life situations and maintaining business process 
performance in the case of cybersecurity incidents. We focused on both the physical 
environment (including technology implementation) and pedagogical acts and 
interactions, which together enhance the pedagogical solutions of in-service training. In 
this paper, by business processes, we mean all commercial and non-commercial ‘sets of 
partially ordered activities intended to reach a goal’ (Hammer and Champy, 1993) 
performed by companies, public actors, and non-profit organisations. The present study 
was built on the concepts of learning proposed by Herrington and Oliver (2000) and 
Herrington et al. (2010), which underpin experiential learning theories (Engestrom, 2001; 
Kolb et al., 2001; Schon, 1987). 

Section 1 discusses changes in operating environments and their effects on 
cybersecurity competence requirements and teaching. It also reviews the training and 
teaching platforms commonly used in cybersecurity education. Section 2 explains the 
pedagogical theories relating to cybersecurity training and its application. Section 3 
describes the research process and the data it produced. Section 4 explains the results of 
the study, and Section 5 presents the conclusions that were drawn from them. 

1.1 The context of the study 

We first aimed to define the term cybersecurity and distinguish it from other previously 
used information security terms. The concept of cybersecurity initially referred to threats 
created by digital operating environments (Secretariat of the Security Committee, 2013). 
The difference between information security and cybersecurity can be expressed simply: 
information security focuses on ensuring the accuracy, integrity, and usability of the data, 
but the concept of cybersecurity extends the context and impact to digital operating 
environments and, through them, to the physical world (Von Solms and Van Niekerk, 
2013). Over the past ten years, the concept of cybersecurity has been widely adopted and 
materialised (Enescu, 2019; Hatfield, 2018; Sisaneci et al., 2013) and has now become 
tied to global phenomena, individuals’ experiences and environments, the operations of 
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companies and other organisations, and new technologies such as artificial intelligence or 
data analytics. 

In the context of cyber environments, the blurring of the borders of traditional states 
is often highlighted (Guild et al., 2008) with regard to trends such as cloud technology, 
mobile devices, hacking, political attacks and opinion influencing in digital 
environments, cyber wars, and manipulation of information (Lupovici, 2011). 
Continuous, ever-accelerating change means that activities in cyber operating 
environments are likely to become more strictly regulated in the near future (Gantzias, 
2020). A good example of this is the general data protection regulation introduced in the 
European Union (EU) in spring 2018. 

In practice, expanding and increasingly complex digital operating environments have 
led to an exponential increase in vulnerabilities and the consequent need for increased 
resilience. In recent years, companies have begun to actively detect the new threat vectors 
introduced by digital operating environments and capitalise on the new business 
opportunities offered by such environments (Berman, 2012; Kurniawati et al., 2020). 

1.2 Cybersecurity exercise platforms 

A cybersecurity exercise platform (cyber range) is an information technology (IT) 
platform that allows research and development activities to be conducted and provides an 
environment that can be used for educational purposes. The exercise environment is a 
closed environment in which IT activities are simulated. In general, such an environment 
should be able to simulate internet structures, including user-generated traffic and 
realistic business environments, so that the IT and operational (OT) systems appropriate 
to operating environments can be modelled with their core functionalities. If more than 
one business environment needs to be modelled, the interdependence of the environments 
and the use of internet and/or cloud services can be simulated. Legislation imposes 
special requirements for the security of such environments; for example, the handling of 
real malware is only allowed by criminal law for authorities and research facilities, since 
these have recognised cyber exercise environments. 

The need for such closed operating environments has been identified worldwide 
(Ministry of Defence Finland, 2019; The NATO Cooperative Cyber Defence Centre of 
Excellence Exercises, 2019; Uckan Farnman et al., 2015), and several cyber exercise 
ranges exist around the globe, with functionalities driven by technology, operations, 
and/or industry needs (Yamin et al., 2020). Thus, exercise platforms differ considerably 
from each other, making comparison between them difficult in terms of the added value 
of activities. 

1.3 Previous studies 

Several frameworks have been constructed to develop cybersecurity competencies and 
education, with NICE (the US National Initiative for Cybersecurity Education) being one 
of the most popular. Parrish et al. (2018) identified four domains of cybersecurity: 
governance (policy, strategy, compliance, and standardisation); risk management (threat 
modelling, asset evaluation, mitigation, and vulnerabilities); constraints (legal, ethical, 
organisational, political, and privacy-related) and controls (administrative, physical, and 
technical). Their study suggested a meta-disciplinary framework for cybersecurity to 
guide the implementation of cybersecurity programmes. Meta-disciplinary cybersecurity 
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refers to the various speciality areas, organisational structures, tasks that the cyber 
domain comprises. Dawson and Thomson (2018) discussed the physical, logical, and 
social layers in such a domain, which affect the success of cyber professionals. They also 
emphasised the need for training in social skills. In line with Dawson and Thomson’s 
study, Lehto et al. (2017) and Kucek and Leitner (2020) also recommended recognising 
the human factors in cybersecurity. Additionally, the pedagogical mechanisms of 
curriculum development have been studied in relation to working life needs  
(Endicott-Popovsky and Popovsky, 2014). Despite these studies, which have emphasised 
the multi-disciplinary nature of cybersecurity domains, the human factors and social 
layers have rarely been studied or carefully examined by scholars. As explained in more 
detail in the methods section, the present study specifically investigated these factors and 
layers. 

Over the past ten years, cybersecurity exercises have become a widely used 
pedagogical method of cybersecurity teaching. Although simulation pedagogy is an 
increasingly studied pedagogical field (Lathleiff, 2019; Rashid et al., 2019; Rystedt et al., 
2019), research on cybersecurity exercises has mainly focused on the study of the 
technical manifestations or implementation methods of the exercises or the cyber ranges 
used for the exercises (Larrucea and Santamaría, 2020; Tian et al., 2018; Winter, 2012). 
Other closely related studies have reported on or examined the designs of degree 
programs for cybersecurity (Mouheb et al., 2019; Saharinen et al., 2019; Švábenský et al., 
2018). 

Research on cybersecurity exercises as tools for competency development has, until 
recently, been almost non-existent (Brilingaitė et al., 2020; European Commission, 2013; 
Karjalainen et al., 2019; Karjalainen and Kokkonen 2020; Maennel, 2020; Secretariat of 
the Security Committee, 2013). Karjalainen and Kokkonen (2020) considered the 
planning, implementation, and feedback phases of cybersecurity exercises from a 
pedagogical point of view. Like Karjalainen and colleagues (2019), they emphasised the 
need for complexity in the exercises to reflect the complexity of operating environments. 
Brilingaitė et al. (2020) summed up several aspects and dimensions of the exercise 
lifecycle and developed a framework for organising exercises, which, in our experience, 
is often used in practice. However, little is known about the factors that are critical for 
ensuring learning during such exercises. Pedagogical theories in particular are neglected 
in studies examining cybersecurity exercises. The present study filled this knowledge gap 
by examining these factors utilising authentic learning theory (Herrington and Oliver, 
2000; Herrington et al., 2010). 

2 Pedagogical framework: real-life experiences, reflection, and authentic 
learning environments 

Ericsson (2008) in his theory of intentional practices [deliberated practice (DP)]; asserted 
that ‘hands-on’ training is a necessary part of the development of expertise. Experiential 
learning theory claims that experience is vital, but does not necessarily guarantee an 
effective learning experience. In addition to experience, a combination of thinking and 
new perceptions is needed (Kolb et al., 2001). Through new experiences and cognitive 
processing, learners are able to conceptualise and analyse competencies. Often, this is 
helped by the verbalisation of the learning event and the new thinking that emerges from 
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it through, for example, thinking aloud (Engestrom, 2001; Malinen, 2000; Schon, 1987). 
Experience of real-life situations and cognitive reflection are also crucial in professional 
cybersecurity. 

Simulation pedagogy is one way to offer experiences to learners. It has a long 
tradition, especially in nursing and medical education, and increasingly in engineering 
education (Bariran et al., 2013; Emin-Martinez and Ney, 2013; Nystrom et al., 2016). 
The reason for these fields preferring simulation pedagogy is that it provides an 
opportunity to practice risky situations in a low-risk environment and improves expert 
performance and professional confidence in situations that professionals rarely face 
(Kalaniti and Campbell, 2015; Kong et al., 2017). However, as Kalanti and Campbell 
(2015) stated in their medical study, organising a simulated session is both time-and 
labour-intensive; hence, the optimal setup of the learning environment should be 
thoroughly considered. 

Herrington and Oliver (2000) specified design requirements for a learning 
environment that simulates a real operating environment. According to them, teaching 
should offer authentic learning environments that reflect the same functionalities and 
requirements that the learner must consider when applying what he or she has learned in 
real life. The following are their requirements for a real learning environment: 

1 An authentic context that describes or corresponds to the way in which knowledge 
and skills are used in real life. 

2 Authentic activities that reflect the main content of the whole course or study unit. 

3. Learners are provided with models of how to actually act in real-life situations. 

4 Learners are enabled and encouraged to take on different roles and consider their 
learning and the environment from different perspectives. 

5 Opportunities are provided for collaborative knowledge creation. 

6 Opportunities are provided for learners to reflect on their levels of competence and 
learning relative to the context of the learning environment, authentic tasks, and 
expertise. 

7 Opportunities are provided for students to articulate and justify their actions and 
choices to others. 

8 Students are provided with community support for the learning process that does not 
oversimplify the learning environment but prepares and creates support structures for 
them to do things in a meaningful way. 

9 Assessment of learning that is tightly integrated into activities, allowing learners to 
focus on activities and learning and to produce products and outputs in collaboration 
with others. 

In the present study, we utilised these nine requirements for learning environments during 
the data collection and coding, as explained later in the text, and the study findings 
reflected these elements. Utilising these requirements enabled us to consider the  
field-specific requirements for learning environments in cybersecurity in-service training, 
including adequate simulation of the operating environment and the development of 
essential skills for learners. 
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3 Methods and data 

Previous research determined the requirements for an optimal cybersecurity learning 
platform (Karjalainen and Kokkonen, 2020) and examined individuals’ learning during a 
cybersecurity exercise, focusing on learners’ competence before and after the exercise 
using a NIST NICE framework-based questionnaire (Karjalainen et al., 2019; Petersen  
et al., 2020). To deepen the understanding gained from previous studies, we studied the 
requirements for a cybersecurity learning environment by interviewing experienced cyber 
technology experts and utilising Herrington and Oliver’s (2000) (see also Herrington  
et al., 2010) attributes of authentic learning environments to reflect on theory. Gaining 
access to a particular research site is not easy (Amis, 2005), especially when addressing 
topics that are subject to business confidentiality, but due to the first author’s role in the 
Jyvaskyla Security Technology (JYVSECTEC) organisation, we were able to approach 
experts who might agree to be interviewed. Interviewing is a traditional method for 
examining how something has happened and why (Amis, 2005). In the present study, we 
used interviews to examine why cybersecurity experts with wide experience of designing 
and conducting cybersecurity in-service training designed and conducted them in the way 
they did and whether they identified areas for improvement. The face-to-face interviews 
were conducted online in spring 2020, using Microsoft Teams, due to the COVID-19 
pandemic. 

The data was drawn from five semi-structured interviews with experts from 
JYVSECTEC. The interviews consisted of two phases. The first phase started with 
questions about the interviewee’s experience as a specialist and range developer, then 
proceeded to explore their perceptions of how the range served (or did not serve) 
customers’ needs. In the second phase, the attributes of an authentic learning environment 
(Herrington and Oliver, 2000) were presented one-by-one to the interviewees on 
PowerPoint slides, with each slide introducing one attribute, translated into Finnish. Two 
questions were asked for each attribute: 

1 How do the range and the cybersecurity practices put this attribute into practice? 

2 Could something be done better in the future? 

The interviews lasted from one hour and two minutes to two hours and 18 minutes. They 
were recorded, transcribed, and conducted in Finnish. The interviews were conducted by 
the second author, who had no previous connection to the informants. The first author 
and the informants were colleagues, which we considered might cause a risk of bias 
during the data collection. The informants were aware of the researchers’ identities, and 
all of them were independently informed that there were no conflicts of interest, although 
the first author would be able to identify the informants. However, the first author only 
had access to the transcribed data, which was anonymised. 

The analysis began by coding the data. Coding can be considered a decision-making 
process and a method for discovery, which is always done for a purpose that varies from 
study to study (Elliot, 2018). For the present study, the coding consisted of two rounds 
during which we individually coded the data using the following questions: 

1 Why did the experts develop the cybersecurity in-service training in the way they did 
from the point of view of customers’ learning (that is, improving competencies)? 
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2 How did the experts’ perceptions of the qualities that improved customers’ 
competencies match with Herrington et al. (2010) attributes of an authentic learning 
environment (considering also the elements that the experts mentioned that did not 
match those of Herrington et al., 2010) and elements which these three scholars 
identified but the in-service training did not introduce)? 

Between the individual coding rounds, we had a meeting to discuss the findings and 
made small amendments to the second coding question. 

During this meeting, we also agreed to reduce the number of interviews from five to 
four, as one of the interviewees was newly appointed to his position and had considerably 
less experience in designing and conducting in-service training than the others. His 
responses to the interview questions often started with sentences such as: ‘well, I do not 
have experience of this issue, but …’, which indicated a lack of expert knowledge. 

All the specialists emphasised that optimal in-service training should offer the 
opportunity to experience or immerse oneself in a situation and event; which should 
reflect and correspond to real-life situations in the participants’ work. For example, one 
specialist stated that the environment does not need to be an exact copy of real life; 
however, it must be ‘sufficient for the learner to throw him/herself into the situation as if 
he/she was really experiencing it at work’. Thus, we turned our focus to how the 
environment and the in-service training could be made sufficiently realistic to adequately 
correspond to real-life situations. In other words, we analysed which elements the 
specialists spoke about as being sufficiently realistic and the crucial elements for ensuring 
individual and organisational learning for complex real-life situations to ensure the 
maintenance of business process performance in cases of cyber interference. Several 
previous studies examined and utilised technical competence frameworks, such as NICE, 
for cybersecurity training (Campbell et al., 2015; Jacob et al., 2018; Paulsen et al., 2012). 
Due to the limited focus on the human factors (Lehto et al., 2017) or social layers 
(Dawson and Thomson, 2018) of cybersecurity, we decided to focus in more detail on 
these aspects of the data, which will become apparent in the lower-level categorisations. 

We applied a rather conventional qualitative content analysis (Drisko and Maschi, 
2016; Hsieh and Shannon, 2005) as an analytical technique to sort the coded data into 
categories and to achieve a higher level of interpretation, involving merged categories 
and eventually themes. Each category consisted of groups of codes that seemed to refer to 
the same issue on a level of ‘what is visible and obvious in the data’, whereas themes 
were the underlying meanings and answers that overlapped all the categories on the latent 
level [Erlingsson and Brysiewicz, (2017), p.94]. Our approach was abductive (Graneheim 
et al., 2017), combining inductive and deductive approaches. In the present study, this 
meant that our analysis was data-driven; however, we also utilised the concepts of 
Herrington et al. (2010) in our coding to reflect on the perceptions of the experts, and 
eventually moved back and forth between the data and the theory to create a more 
complete understanding of the phenomenon and to strengthen our interpretation of the 
data. 

4 Results 

Our analysis identified three fundamental components that were omnipresent when 
maintaining cybersecurity for business processes, since cybersecurity always takes place 
in a digital environment. Moreover, cybersecurity is never conducted alone when 
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ensuring business process performance (Dawson and Thomson, 2018): it always involves 
team collaboration, and the team very often includes personnel from different levels or 
functions of an organisation, or even from different organisations. At the very least, a 
network of collaborators or customers needs to be informed in the case of a cybersecurity 
incident. Furthermore, due to the environments in which business processes encounter 
cybersecurity threats, complexity is always apparent (Karjalainen and Kokkonen, 2020; 
Karjalainen et al., 2019). By this we mean that different hardware and software 
technologies and networks combined with different consumers, users, organisations, 
policies, and motivations for actions permeate the whole environment, making causal 
connections difficult to predict and foresee: 

“Services today are quite extensive and complex, and they are not single points 
inside the business; they are really large packages that involve a wide variety of 
components, and those different components produce the company’s services 
and products. So, if the attack focuses on the service of one company, as 
usually happens, the other actors [partners, subcontractors, service providers] 
have to be involved in managing the situation. We are also able to perform and 
practice partner networking with our clients … After all, they are all customers 
and they are all involved in the exercise, but therefore act like participating 
organisations … when participating in the exercise. In a way, we are able to 
produce a whole scenario that they should understand, and for them 
information is formed, such as ways of operating and doing and controlling that 
scenario. What is the role of the service provider in the security of the service 
owner’s service, for example?” 

We named these fundamental components the technology layer, human layer and 
complexity layer, which were the three themes that permeated all the categories, (i.e., the 
elements that an optimal in-service training environment should include to ensure 
appropriate training of individuals and organisations in the competencies required for 
dealing with real-life cybersecurity incidents) and ensuring the maintenance of business 
process performance. 

Before forming higher-level categories, we identified eight different categories of 
elements in the data, which referred to training in: 

• the technical environment where the business processes and cyber incidents take 
place and appropriate solutions 

• the various functionalities of an organisation 

• the process of interpretation 

• chains of commands, and roles and responsibilities 

• social trust and teamwork among groups of people 

• public relations 

• inter-team communication (how to conduct a risk analysis including cause–
consequence analysis) 

• the formulation of inter-team conceptions that they can share (often with personnel 
from different organisations) 

The first two items included several other sub-categories; however, these aspects were 
thoroughly covered in previous studies (Damodaran and Couretas, 2015; Pham et al., 
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2016; Vykopal et al., 2017), and we therefore focused on the other aspects in the present 
study. 

All these elements are related to the needs of customers and learners. This meant that 
the real-life effect and efficiency of the exercise depended on co-design with the 
customer to support the needs of the organisation, as became apparent, for example, in 
the next interview extract: 

“Exercise models and activities are built that way because the goal is to 
develop the organisation. In a way, you don’t aim to train individuals 
separately, but that’s how you do it: it reflects how the organisation works, and 
you can develop the organisation’s ability to work and find solutions. People 
who participate in exercise are not necessarily so widespread in the 
organisation or within the customer. So, the organisations development targets 
will come up during the exercise, even when you don’t know before the 
exercise what they are; that’s how it works and you build the reason for the 
exercise and development with the customer. For some clients who have done 
the exercises more often, it is easier because they have a routine to follow. It is 
more challenging for first-timers to figure out what they should do and what 
they aspire to practice. They don’t know how to practice, and they have to 
understand the practice in terms of the bigger picture. But they come to 
understand what you want to focus on because, in a way, the big picture is 
constructed from the small details and they understand that you can’t practice 
all the details in one exercise.” 

Based on these eight elements, we analysed and formulated four higher-level categories: 
technologies, human interaction, organisational functionalities, and company policies. 
The elements are presented in Figure 1. 

Figure 1 The components and categories for optimal in-service cybersecurity exercise (see online 
version for colours) 

 

Next, we will explain these categories before considering the findings in light of 
authentic learning theory. 

4.1 Technologies 

The technical environment that should be learned and mastered is a complex entity with 
different layers. Instead of being an isolated technology environment, the cybersecurity 
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specialists perceived it as only one component of a business process, as the following 
extract shows: 

“When we think about the business, we discover that it has changed, and we 
know the role of IT has changed over the past decade quite significantly from a 
supporting role to the core of the business. IT enables so many things for the 
business today. It is one thing to be able to run the services, but to do it in a 
secure and reliable way is quite another. And this has caused an issue: when 
companies are analysing risks, they discover that, today, most of the risks for 
businesses come from digital environments.” 

The different layers to be mastered and learned are, for example, the technical 
environment that the end user (learner) has to be able to configure and manage and the 
technical infrastructure that the end user (learner) cannot influence directly. The first 
includes, for example, end devices or terminals, the administrative and production 
systems used by the company, the company servers, the company communication 
network, firewalls, and other internet access services. The latter consists, for example, of 
the internet network topology, internet services, and cloud services. Depending on the 
learning objective, in an advanced cyber arena-style (Karjalainen and Kokkonen 2020) 
learning environment, the learner can be assigned a role or task to enable him/her to 
practice all the mentioned technical layers and thus increase his/her own understanding of 
organisations technical entity. The learner uses technology to detect cybersecurity threats 
and learns how the threats manifest in different technologies, how to trace a threat actor, 
and how to block a threat actor’s activities using technologies. It is also important to be 
able to demonstrate for the learner the limitations and implications of technology on 
different layers. 

4.2 Organisational functionalities 

The second category in which learning in practice was pursued focused on the various 
functionalities of an organisation. It could be said that the technical level produces 
cybersecurity phenomena, and the risks of those phenomena need to be managed, 
mitigated, or eliminated by the various functionalities built into the organisation. This 
means, for example, the maintenance of administrative and/or production systems 
through various processes, which may be internal company processes or extend to the 
company’s customers, partners, or the subcontracting chain, as became apparent in the 
next interview extract: 

“When we talk about the big companies, or when the company is more like a 
traditional industry company, it is obvious that the whole production of the 
company will cease if the IT systems are not functioning: nothing will happen 
if IT stops functioning. If you experience a disruption of the logistics chain run 
by the business’s partners, it will affect the factory’s production and the factory 
will not produce anything beyond that point, because they will have no raw 
material to do anything with.” 

Depending on a company’s industry, specific incident response processes can be built 
into the organisation to manage vulnerabilities and events caused by cyber threats. Such 
industries include, for example, internet providers, banks, and large industrial operators. 
Regarding smaller companies, it is often the responsibility of a partner organisation to 
produce and maintain digital service platforms, which brings about a need to understand 
and manage operational processes across organisational boundaries. 
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Communication has become increasingly important with the expansion of social 
media use. Often, the exercise aims to increase understanding of and action regarding, for 
example, technical system operators, decision-makers, and communication actors. This 
takes us to the third level of learning in a cybersecurity exercise – human interaction. 

4.3 Company policies 

This category covers the perceptions of the cybersecurity experts regarding the different 
norms, regulations, and obligations that the organisations used to guide and manage their 
operations. In the present data, these were related to the chains of commands in the 
organisation and to guidelines concerning public relations: 

“Well, this is the ‘glue’ of our exercise activities; that we study existing models 
and try to train on them, and measure them, together with the customer. If they 
do not have models to work with, we have at least researched it and can provide 
open material about the current, standard, or de-facto way of doing things. On 
the other hand, when we simulate a cyber phenomenon in a model – a 
sufficiently well-modelled environment for a customer – the customer works 
around that cyber phenomenon and can act in the same way he/she would in 
real life, when this happens, or if it happens … Then in real life, when 
something does happen, he/she has some experience and a model that he/she 
can then refer to and start acting on. Capability improves when a situation is 
not new.” 

Maintaining guidelines and policies is often resource-intensive, and a rapidly changing 
operating environment creates challenges for the maintenance of up-to-date guidelines 
and policies. Sometimes, the changed operating environment shapes the organisation’s 
work practices, which drift away from the guidelines and policies. Such a situation 
should be detectable, since doing things in violation of the guidelines over a long period 
affects the organisation’s operating culture and activities; the existing guidelines and 
policies are not followed because they are not up to date. A cyber security exercise is a 
good tool for benchmarking and measuring an organisation’s ability to act according to 
instructions, verify the timeliness of instructions, and identify possible needs for updates. 

4.4 Human interaction 

This higher-level category included the cybersecurity experts’ perceptions of the 
communication inside the organisation, their interpretations of what counts as an 
incident, their understanding of incidents as situations that have to be responded to and 
how to do this, and their reflections on team spirit and trust. For an organisation to be 
able to function and understand the activities of its various components or departments, 
people working in the organisation must be able to communicate work issues to other 
groups of employees in the organisation, facilitating risk analysis and promoting social 
trust among members of the group. These dimensions of a cybersecurity exercise were 
referred to in the following interview: 

“There are [in the exercise] completely non-technical people, administrative 
people, and technical specialists, which causes challenges for the focus on the 
exercise. What challenges are likely to occur in the exercise? Well, this 
possibly does not answer the question, but I’ll still say that one of the major 
challenges in organisations is that the different kinds of actor’s don’t have a 
common language to communicate. When we speak about these cyber-attacks 
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and … overall, about IT and technical details, if they are involved in the 
business and the organisation’s different activities … the problems are, how to 
form a common understanding and what kind of terminology people will use. 
People tend to use jargon if they work as business directors or in public 
relations, in IT, or in security; they all use different jargon, or it might be that 
the same term has different meanings for the different actors … so 
misunderstanding easily occurs. So, this is something that we always have to 
consider in the exercise … My opinion is that this will always happen, so 
people need to understand each other and agree on how to communicate. The 
exercise is also helpful for training in communication … so, in that sense, many 
people understand it wrongly by thinking that these exercises are only technical 
exercises. In fact, during the exercise, you diverge from the technical level and 
focus mostly on human interactions between people.” 

The ability of technical personnel to effectively communicate vulnerabilities or risks in a 
technical operating environment to the personnel dealing with the business operations of 
an organisation is important. The technical staff should be able to understand how 
technical vulnerabilities affect the business. A risk management process makes it easy to 
handle this problem. When a technical person encounters a technical vulnerability in their 
own operating environment that should be corrected, they should be able to communicate 
the technical measures for its mitigation or elimination and the potential costs involved. 
If, within his or her own remit, the technical person is unable to eliminate the 
vulnerability or mitigate the risk to a tolerable level, he/she should communicate the risk 
to his/her supervisor. During this interaction, it is important to be able to communicate 
the risk and its effective severity so that the supervisor is able to prioritise the risk and 
allocate the necessary corrective actions and resources to mitigate or eliminate the risk. If 
the supervisor’s own authority or resources are not sufficient, he/she should communicate 
the risk further within the organisation. The organisation’s risk management process then 
manages the identified risk by mitigating or eliminating it, or making a decision to 
tolerate the identified risk and manage it through certain control measures. 

For the process described above to work seamlessly, a common and consistent 
language and culture within the organisation is required to collectively determine, for 
example, the impact of a risk on business continuity, its management, or the methods and 
resources necessary to eliminate the risk. The example described above refers to the 
technical ability to identify a vulnerability or cybersecurity event that has occurred, the 
event or incident management process, the risk management process, and the other 
management process. Practicing a common organisational language, interpreting causal 
relationships, understanding roles and responsibilities, and building trust and community 
spirit are the key goals of learning in cybersecurity exercises. Practicing the various 
human activities described above can also extend to the interaction between stakeholders 
outside the organisation, such as communicating with customers, service providers, or the 
subcontracting chain. 

4.5 The findings and the authentic learning theory 

Herrington and Oliver’s (2000) nine requirements for an authentic learning environment 
that simulates a real operating environment are relevant and current in light of the present 
study. The interviewed experts emphasised an adequately authentic context, which 
sufficiently corresponds to the way the knowledge and skills are used when cybersecurity 
incidents occur. The experts considered simulation a multidisciplinary process that is 
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important for acting in real-life situations. Thus, in addition to the activities being 
authentic, the in-service training should sufficiently simulate the whole process of acting 
so that different roles and collaborative knowledge-sharing and creation occur naturally 
in the learning process. 

In their guide to authentic e-learning, Herrington et al. (2010) discussed and 
articulated how to foster personal ownership of learning. Disparate viewpoints create 
cognitive conflicts, which challenge understanding. However, what appears to be 
important in the context of professional cybersecurity is that speaking and articulating are 
means to convey and interpret information and decide whether an incident requires a 
reaction. Cybersecurity incidents are, by nature, not always very straightforward, and the 
environment is very complex, which is why cybersecurity experts have to be able to 
identify different incidents and conduct their risk analysis efficiently, not only 
individually, but together with their peers. In other words, they have to be able to 
communicate successfully to and with their team about the possible threats; what actions 
and strategies may be needed, why, and who is responsible; and what consequences the 
threats, different actions, and strategies may have. The team may include personnel with 
different backgrounds, native languages, and fields of expertise, which underlines the 
importance of solid discussion and reflection and is why conscious pauses for reflection 
(Herrington et al., 2010) are also an important part of cybersecurity exercises. 
Articulating, reflecting on, and taking responsibility for communication are not solely 
matters of learning but are inseparable parts of efficient professional cybersecurity. 

An authentic context extends beyond examples from real working life. Herrington  
et al. (2010, pp.17–18) stated that ‘the context needs to be all-embracing, to provide the 
purpose and motivation for learning, and to provide a sustained and complex learning 
environment that can be explored at length’. The present study demonstrated that a 
sufficiently authentic cybersecurity context necessarily includes a digital environment 
that is complex and allows collaboration to take place. In addition to these fundamental 
components, the authentic context should include opportunities to learn about techniques 
and technologies, organisational capabilities, human interaction, and company policies. 
Without these aspects, there is a high risk of over-simplification, which Herrington et al. 
(2010) recommended avoiding. They pointed out that the complexity of the learning 
environment should be aligned with the final performance environment and that 
simplifying learning contexts does not enhance learning. 

5 Conclusions 

The present study examined the requirements for optimal in-service cybersecurity 
training by focusing on the various aspects of cybersecurity exercises that will guarantee 
the maintenance of business process performance if cybersecurity incidents occur. The 
approach was qualitative and relied on content analysis methods (Drisco and Marschi, 
2016; Hsieh and Shannon, 2005). 

We identified three fundamental components – a technology layer, a human layer, 
and a complexity layer – as themes that cover all the elements that an optimal in-service 
training environment should contain to train individuals and organisations in the 
competencies they will need for dealing with real-life cybersecurity incidents and ensure 
the maintenance of business process performance. These components were identified not 
only from the data but also from previous studies, which perceived human cooperation 
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during cyber incidents as essential (Dawson and Thomson, 2018) and complexity as an 
essential part of the environment in which cybersecurity and business processes operate 
(Karjalainen and Kokkonen, 2020; Karjalainen et al., 2019). 

The elements that we identified were technologies that should be learned and 
mastered in a complex entity with different technical layers; organisational 
functionalities, referring to the various functionalities, (e.g., subcontracting chains) that 
are built into an organisation; company policies that normalise and regulate a company’s 
operations; and human interaction, which includes several aspects of people working 
together in and between organisations. These findings contribute to the previous studies 
on cyber exercises (Brilingaitė et al., 2020; Karjalainen and Kokkonen, 2020; Karjalainen 
et al., 2019) by illuminating and explicating the requirements for realism in the exercise 
context. 

Contributing to the studies on simulation pedagogy (Lathleiff, 2019; Rystedt et al., 
2019), the present study points out that, by taking part as an organisation (rather than 
individually) and by practicing the whole action process (rather than only some situations 
or examples), processes can be properly managed to ensure that business performance is 
maintained following a real-life cybersecurity incident. This involves including all 
important parts of the process, including the technical environment and solutions, the 
functionalities of an organisation, effective risk analysis, real roles and responsibilities, 
the group of people normally working together, and communication between 
organisations and their partners as parts of the in-service training. In this way, the whole 
process of acting when a cybersecurity incident occurs can be simulated in an exercise. 

The findings were highly aligned with pedagogical theories on authentic learning 
environments (Herrington and Oliver, 2000; Herrington et al., 2010). Built on these 
findings, this paper recommends that cybersecurity professionals should have an overall 
understanding of the operating environment and should be able to develop their own 
skills in response to operating environment changes. It is also important to be able to tie 
one’s own cyber knowledge into the frame of reference of the operating environment 
(business, etc.). Cybersecurity is not implemented for its own sake, but as part of a 
diverse business environment. Deep technical expertise must be integrated into a business 
entity to facilitate understanding of the complex effects of the IT operating environment 
as part of the business. This raises new challenges for both the content of teaching and 
the demands of teaching environments. Cyber security exercise environments have 
sought to meet these requirements. 

The present study also shows that cybersecurity as a phenomenon combines the 
digital and physical worlds, and both of these should be included in the educational 
environment. The learning environment should thus embody individual security controls, 
the technical cybersecurity architecture, and manifestations in the physical environment, 
such as human interaction, organisational functionalities, structures, and instructions. 
According to Parrish et al. (2018), this field is multifaceted, and our study illuminates the 
elements that should be included when cyber exercises are used as a pedagogical method 
for in-service training. However, we also consider these elements to be important 
learning content for degree studies. 

The sample of experts from only one organisation was a limitation for the study, since 
the results were based on the experiences and perceptions of a rather homogeneous 
group. However, we were aware that these experts had varied work backgrounds, (e.g., in 
the Finnish Defence Forces and in private sector cybersecurity companies). They had also 



   

 

   

   
 

   

   

 

   

   142 M. Karjalainen and A-L. Ojala    
 

    
 
 

   

   
 

   

   

 

   

       
 

experienced several international cybersecurity exercises, such as the NATO Cyber 
Coalition and NATO Locked Shields exercises, and we thus considered them to have 
sufficient understanding of the requirements for optimal in-service training 
implementation. 

This comprehensive incorporation of the complexity of the operating environment 
makes us question whether a cyber arena-style environment is the only appropriate 
environment for organising in-service training, in which all the essential competencies 
needed to maintain business processes if a cyber incident occurs must be considered and 
developed. At least the cyber arena style environment allows for training in genuine work 
skills in an environment that corresponds to the real environment. Moreover, the elements 
identified as important in cybersecurity training (see Figure 1) may be equally important 
in more generally in ICT teaching. The main phenomenon of the digital age is the 
digitalisation of technology and business, which is leading to increasing numbers of  
so-called traditional business fields not thought of as IT operating environments needing 
IT knowledge and skills. Thus, the elements presented might also be generalised to 
training in industries operating with the support of information systems or other digital 
operating environments. 

As the present study showed, the capability to solve complex problems in 
collaboration with a multi-disciplinary group of professionals has become one of the most 
important requirements for educational environments (Dawson and Thomson, 2018; 
Parrish et al., 2018). To contribute to the growing need for heutagogical learning abilities, 
which embrace self-determined learning motivation and competency development 
(Canning, 2010; Hase, 2009) we encourage future research to explore solutions for 
comprehensive learning environments with online or remote access. These solutions 
would increase the possibilities for continuous learning throughout professional 
cybersecurity careers. 
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Appendix 

The first part of the interview 

Introductory questions: 

• Tell me about yourself, who are you, where you come from, and how you came to 
work in this organisation. 

• Why do you think you were selected to participate in this interview? 

Questions relating to the background of the informant: 

• Could you tell me about your experience of developing cybersecurity in-service 
training environments (cyber arenas)? 

• If you were to describe to an ordinary person like me, who has no idea about 
cybersecurity, how the training environment works and logic underpins it, what 
would you say? 

• What kinds of exercises are arranged within such an environment? 

Questions relating to learners and users of the training environment: 

• What kind of learners are the environment designed to serve? 

• For what kind of learners does it work best, and why? 

• What exercises are normally organised in the training environment? 

• What is your own role in those exercises and in the development and maintenance of 
the environment? 

• Which role do you personally find to be the most motivating with respect to the 
environment? 

• Do the clients/learners have certain qualities or attributes that you have to pay 
attention to when you design in-service training practices or exercises for them? 

Questions relating to the functionality and use of the training environment and 
exercises/in-service training: 

• How did you decide on the particular logic of the exercises for the in-service 
training? Why do they run as they run? 

• What kind of learning activities or processes do the exercises or in-service trainings 
serve best? 

a If the informant does not talk about this, ask a follow-up question: How do the 
exercises or in-service training allow for learning in teams? 
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• If you were to describe the process of learning that the exercises or in-service 
training facilitate, what would it be like? 

• What qualities of cyber security exercises especially facilitate learning? 

• How do you ensure that the exercises or in-service trainings are up-to-date? 

• How is the learning reflected during the exercises or in-service trainings? 

• How do you guide participants during the practice activities? 

• If you had a magic wand and you could change anything about the environment, the 
exercises, or the overall in-service training, what would you change and why? 

The second part of the interview 

Please consider one-by-one the items shown on the slides: 

• How does the environment and the in-service training take account of this issue? 

• Could something be improved from this point of view? 
1 An authentic context that describes or corresponds to the way in which 

knowledge and skills are used in real life. 
2 Authentic activities that reflect the main content of the whole course or study 

unit. 
3 Learners are provided with models of how to actually act in real-life situations. 
4 Learners are enabled and encouraged to take on different roles and consider their 

learning and the environment from different perspectives. 
5 Opportunities are provided for collaborative knowledge creation. 
6 Opportunities are provided for learners to reflect on their levels of competence 

and learning relative to the context of the learning environment, authentic tasks, 
and expertise. 

7 Opportunities are provided for students to articulate and justify their actions and 
choices to others. 

8 Students are provided with community support for the learning process that does 
not oversimplify the learning environment but prepares and creates support 
structures for them to do things in a meaningful way. 

9 Assessment of learning that is tightly integrated into activities, allowing learners 
to focus on activities and learning and to produce products and outputs in 
collaboration with others. 


