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Abstract: A federated identity is a single identity that enables users to
access multiple services across a network of business parties. Such identities
are subject to various threats and attacks and face diverse challenges
including identity leaks, centralised management, auditing limitations, and
long breach investigation processes. This paper proposes a framework aimed
at automating and decentralising the generation and auditing of a robust
and secured blockchain-based federated identity in a marketplace. Business
parties participating in the marketplace form the nodes of a distributed
blockchain network and participate in the creation of federated identities.
Users of this network can access services provided by any one of the
participating parties using a single federated identity. All transactions are
fully audited in the blockchain, meaning that participating parties can monitor
access to their service and users can trace the use of their identities. The
proposed framework has been evaluated using two blockchain technologies
(Ethereum and Hyperledger Fabric) to measure its performance in public and
permissioned blockchain environments.
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1 Introduction

Identity is a piece of information that uniquely identifies a person requesting access to a
service or location. This information is usually composed of distinguishing entities that
may include personal information (e.g., name and social insurance number), biometrics
(e.g., fingerprints), or personal documents (e.g., a passport or driving license) (Bertino
and Takahashi, 2011). Identities are used in our daily activities, including entering
buildings, accessing computers and bank accounts, and for a variety of other services.
They can take different forms ranging from government documents to smart cards
and digital identities. Governments and business parties are continuously working to
protect these identities and prevent severe damage including loss, fraud, and theft. New
technologies are needed to provide robust and secure identities and to reduce the cost
of possible breaches.

With the massive growth of the internet and mobile devices, the importance of
digital identities has grown because they enable users to interact with online services
efficiently, remotely, and inexpensively. A digital identity is structurally similar to a
regular identity; however, it is issued and verified electronically by an identity provider
(IdP). Use of identities inside the digital space is often associated with high risks
including fraud and theft, resulting in monetary and reputation losses. For example,
a study done by Javelin Strategy and Research showed that the identity fraud rate is
gradually increasing every year (Javelin Strategy and Research, 2017), and government
statistics in the USA and Canada have emphasised the same trends (U.S. Department of
Justice, 2017; Canadian National Bank Insurance, 2015).

Technically, traditional digital identity management systems are faced with several
challenges. First, when identity fraud or theft occurs, the user is rarely notified at the
time of the attack, and it may take up to several years to investigate and determine
the negative impact, as in the case of Yahoo (Wall Street Journal, 2017). Second,
many companies are still faced with identity leaks in spite of the strong encryption
techniques that they have used to secure these identities. For example, Equifax, a credit
monitoring company in North America, was a recent victim of identity theft (Equifax,
2018). Identity creation and verification are usually accomplished through a centralised
service provider (SP) that represents a critical point of failure or attack (Werner et al.,
2017).

Federated identity refers to a single identity created for accessing services or
platforms provided by different business parties. Users with a federated identity can
navigate among several applications distributed across different parties (Malik et al.,
2015). Those parties can be scattered or connected to each other in the form of
an integrated marketplace. For example, a healthcare marketplace including hospitals,
clinics, and insurance companies may use a federated identity system to enable users
to access their services through a single identity. This identity acts as a single sign-on
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(SSO) that authenticates users with the marketplace. However, current federated systems
in such marketplaces often lack the ability to track and record all ongoing transactions
or to track access to services or data. Auditing facilities can provide an irrefutable chain
of evidence enabling traceability and accountability of each party’s actions, thereby
improving the security of businesses operating within the marketplace.

Similar to digital identity, federated identity suffers from various issues including
breach investigation, identity leaks, and centralisation. Consequently, there is a need to
investigate new technologies for building a more robust federated identity system that
can deal with these challenges. Blockchain technology is an excellent candidate for this
task due to its decentralisation and security characteristics.

Blockchain is a decentralised digital system that records transactions or anything
else in an incorruptible digital form (Nakamoto, 2009). Smart contracts are logical
components running inside the blockchain network that control business logic and
transaction execution (Wood, 2017). Blockchain technology has recently become popular
in many business domains, including modern identity management systems. Encrypted
transactions and immutability features prevent hackers from altering the stored identities
(uPort Inc., 2019; Sovrin Foundation, 2019); however, use of blockchain for federated
identity management has been quite limited (ShoCard, 2019; Faidella and Schukai,
2017).

This paper introduces the blockchain-based federated identity framework (BFIF) for
managing federated identity and auditing processes. Business parties within an integrated
marketplace can customise the proposed framework to manage the federated identities of
their users according to their needs and/or regulations as well as to cope with dynamic
changes in the marketplace.

Figure 1 Federated identity vs. blockchain-based federated identity (see online version
for colours)
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In the proposed solution, the parties in the blockchain network act as IdPs or
authenticators, removing the role of a third party and thus reducing unwanted external
exposure of credentials. Any individual party can verify user credentials and generate
the federated identity. Moreover, a full auditing process enables both users and business
parties to track the usage of their identities and services. Figure 1 illustrates the
differences between a multiple-identities approach, a regular identity federation, and
a blockchain-based identity federation, with the last one providing a single identity
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without the need for a third-party IdP. The advantage of the blockchain-based federated
system is in enabling users to access multiple services with a single identity while
maintaining all transactions inside the blockchain network for auditing purposes.

The main contributions of this work include the following:

e  The proposed framework generates unique and secure federated identities for
accessing multiple services provided by different business parties.

e  Smart contracts enable the framework to adapt to changes in the regulations and
rules governing identity management processes.

e The auditing features enable users to track how their identities are used and
provide business parties with the ability to track use of their services.

e The proposed framework has been implemented with public and permissioned
blockchain environments. The presented experiments demonstrate the performance
of the two implementations.

The rest of the paper is organised as follows. Section 2 provides background concepts,
and Section 3 describes related work. Section 4 proposes the blockchain-based federated
identity and auditing framework. Section 5 discusses the implementation of the proposed
framework. Section 6 demonstrates and discusses the performance of the proposed
framework on public and permissioned blockchain environments, and Section 7
concludes the paper.

2 Background

This work is built on four concepts and technologies: blockchain, smart contracts,
federated identity, and auditing, which are further detailed in the next subsections.

2.1 Blockchain and smart contracts

A blockchain can be considered as a type of data structure that preserves the relationship
between stored data within a distributed environment. The stored data are organised in
the form of linked blocks maintained in a shared ledger (Nakamoto, 2009). A shared
ledger is a replicated and synchronised digital data structure that is geographically spread
across multiple nodes that form a peer-to-peer (blockchain) network. A node refers to
any physical computing resource (e.g., a server) that runs the blockchain software and is
connected to the blockchain network. Every node receives a copy of the shared ledger
upon joining the blockchain network and uses the blockchain software to verify and
relay blocks. A block inside the blockchain contains a set of transactions and a header
that holds the block’s metadata. These metadata incorporate a reference to the previous
block and a fingerprint (hash) of the data inside this block. This fingerprint is used to
verify the block’s data. If hackers want to change the data at a certain point, they must
regenerate all the fingerprints from that point forward.

Blockchain technology is structured based on a hybrid combination of other
technologies, including P2P networking, cryptography, smart contracts, and others.
These technologies are used to build either a public or a private (permissioned)
blockchain. In a public blockchain, anyone can read or write to the shared ledger.
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Conversely, a permissioned blockchain network is constructed among trusted parties,
such as a group of business parties that structure a marketplace. In a permissioned
blockchain network, only authorised nodes can access the shared ledger. Blockchain
technology uses cryptography and digital signatures to prove identity, provide
authentication, and enforce read/write access rights.

Smart contracts are a significant aspect of the blockchain technology (Wood, 2017).
They are simply a piece of code deployed and stored in the shared ledger of the
blockchain network. Each smart contract defines a piece of the business logic to which
all parties inside the blockchain have agreed. The business logic carries out actions
that are executed under certain conditions or rules. Currently, in the real world, smart
contracts have been used to exchange money and other properties without involving a
central authority or a third-party mediator.

2.2 Federated identity

Identity is a piece of information that can uniquely identify an entity (e.g., a user,
business party or device) within a context. A digital identity is the corresponding
electronic concept to the real identity of an entity. It can be used with different roles
inside the digital space, such as identifying and authenticating users to perform online
actions. Authentication is the process by which an entity (e.g., a user) proves its identity
to another entity (e.g., a healthcare service).

Federated identity is generated based on a set of agreements among multiple parties
to enable users to access various services published across various platforms managed
by these parties (Grassi et al., 2017). Often, an IdP acting as a third party is responsible
for generating and verifying users’ identities based on their provided credentials. The
parties (SPs) govern business services that consume users’ identity information to check
whether they should be granted access.

In a regular federated identity case, both parties and users build mutual trust with the
IdP to manage the authentication process among them. In such a scenario, each party
manages only transactions received from its users. Users cannot track all transactions
occurring at any single party with which they are accustomed to interacting. Moreover,
the IdP can become a single point of failure because when it fails, communications
between users and parties also fail.

SSO is a popular authentication method (Bhosale, 2008). It offers users a single
login (e.g., a username and password or a smart card) to access services within a single
business party. However, federated identity enables users to share their identities across
multiple business parties located in a federation domain. This means that federated
identity can provide SSO, but not vice versa.

2.3 Auditing

The auditing process aims to gather information about various events within a system
(Tejpar, 2010). This information is recorded in the form of a digital audit trail composed
of an entity ID (who), purpose (what), timestamp (when), and logic (how) related to
an event. The available audit trails are often used to run a non-repudiation process that
constructs a chain of evidence. This chain of evidence ensures that no party can deny
single participation in a sequence of events (e.g., a transaction).
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Auditing can perform various tasks to satisfy accountability requirements, maintain
proper use of personal information, and convey notifications to both users and parties
with each business transaction whenever they may occur.

3 Related work

This section introduces current work on identity management using blockchain in both
industry and academia. Blockchain has many characteristics such as decentralisation,
security, and transparency. Several business parties have recognised the value of using
blockchain technology to manage users’ identities.

Dunphy and Petitcolas (2018) surveyed industrial tools that use blockchain for
identity management, including uPort, Sovrin, and ShoCard. The authors analysed the
strengths and gaps in each tool according to the laws of identity.

uPort Inc. (2019) is an Ethereum-based identity management platform. It enables
public users to register and obtain a blockchain identity without performing any
authentication. It introduces a framework for collecting users’ identity attributes from
other third-party trusted providers. In our work, the third party is eliminated; the parties
involved in the proposed framework carry out identity proofing to keep the data and
logic (coding) securely inside the blockchain. In this way, the risk of tampering with
the transferred user information can be reduced.

Sovrin Foundation (2019) is another blockchain-based identity management
framework. One particular characteristic of Sovrin is the use of a private (permissioned)
blockchain network where only trusted parties are involved. The users must be
represented by agents to interact with the Sovrin network. In our work, users can interact
directly with the blockchain network. Moreover, our proposed framework enables users
and business parties to track the usage of their identities and services.

ShoCard (2019) provides a blockchain identity built on Bitcoin technology. It
produces a blockchain identity based on users’ attributes and credentials, storing and
encrypting all this information in a distributed ledger. ShoCard enables users to use
their blockchain identity to authenticate themselves on other third-party applications.
In our work, users’ federated identities are used only inside the blockchain network
representing the marketplace to prevent any possible information leakage. This scenario
is preferable in a marketplace such as the healthcare system where sharing of users’
identities and profiles is limited. Moreover, the auditing process is not present in the
ShoCard system.

In academia, few studies have discussed the role of blockchain in identity
management. Faidella and Schukai (2017) produced a system similar to the ShoCard
system that introduces a generic framework for generating and storing users’ blockchain
identities based on their profiles and credentials. Unlike our work, neither the auditing
process nor the degree of flexibility in changing federated identity management rules or
policies are discussed.

Wolfond (2017) presented a generic discussion of using a blockchain solution
to produce a secure identity for a marketplace. In that context, he discussed
criteria of authentication, identity, and verification. He concluded in his study that a
blockchain-identity solution has the potential to enhance access to online services in
both the public and private sectors in Canada. In contrast, our work proposes a complete
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blockchain-based solution for federated identity and auditing that can be applied in any
marketplace while addressing the requirements of both users and business parties.

Lee (2018) proposed blockchain-based ID as a service (BIDaaS). The author defined
three entities: user, partner, and BIDaaS provider. The BIDaaS provider is usually a
telecommunication company that can verify user credentials. The partner offers the
services that a user is eager to access. The BIDaaS provider creates a virtual identity
that enables the user to access the services provided by the partner through a mobile
application. In our system, an external IdP is not needed. Any business party involved
in the blockchain marketplace can verify the users’ credentials and profiles. In addition,
our solution addresses the auditing process.

Ebrahimi (2016) introduced another framework for blockchain-based identity
management to enable different business parties to exchange generated identities. This
framework depends on collecting users’ profiles from third-party IdPs. The term ‘link’
was used to refer to data transfer between blockchain parties. In our work, the proposed
framework can be implemented by modern blockchain technologies such as Hyperledger
that can establish a private session to exchange sensitive information between the
involved business parties when needed. In contrast to our work, the framework proposed
by Ebrahimi (2016) does not consider the auditing process.

Kikitamara (2017) introduced a blockchain-based framework for hybrid digital
identity. The suggested hybrid identity is a combination of the federated and user-centric
identity concepts. The framework discussion covered five components that are needed
to construct a blockchain-based digital identity for an open energy model. The defined
components are entities, attributes, lifecycle, policies, and technology. For instance, the
author identified that QR code and transport layer security (TLS) protocols are vital
to building a robust blockchain-based identity. Our paper introduces a customisable
blockchain-based framework for building a federated identity that can be implemented
by different blockchain technologies.

Zyskind et al. (2015) proposed a modified computational version of blockchain
technology to ensure privacy and share identities across different platforms. It provides
different computational models that enable users to manage their identities safely
according to privacy rules. This approach also removes the need for a third party in
the suggested models. Zyskind et al. described several business scenarios that may
accommodate their new model. However, the focus of our work is to introduce a
generic blockchain-based framework for federated identity management and auditing in
a marketplace.

Xia et al. (2017) and Azaria et al. (2016) proposed a permissioned blockchain
network for sharing medical records among users and business parties. Both studies
demonstrated the roles of strong blockchain properties like using engaged cryptographic
keys as identities in sharing patients’ sensitive data. Moreover, both papers declared the
importance of the immutable shared ledger that enables users to access and follow their
historical data. Our work exploits the same features of blockchain, such as immutability
and cryptography, but for identity management and auditing, not only for data sharing.

Dinh et al. (2017) provided a survey of blockchain technology that showed the
performance differences between private (permissioned) and public blockchain networks
in addition to the regular database system. That paper also described the identity-sharing
capabilities of both networks. Our work proposes a generic blockchain-based framework
for federated identity management and auditing that could be implemented with different
types of blockchain networks (e.g., Ethereum and Hyperledger).
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Andoni et al. (2019) also reviewed blockchain technologies, but focused on the
energy sector. Their study discusses 10 consensus protocols, contains 140 blockchain
research projects, and presents various energy-sector use cases. They conclude that most
developments are in early stages and that future advances are needed especially with
respect to scalability, security, and decentralisation.

Existing consensus protocols have different advantages and drawbacks;
consequently, efforts on improving them continue. For example, Tang et al. (2019)
proposed reputation-based mechanisms for PoW protocol in order to incentivise honest
mining and Wang et al. (2020) presented reputation incentive scheme for industrial IoT.

Efforts have been made to compare different blockchains. Dinh et al. (2018)
analysed systems in respect to four characteristics: distributed ledger, cryptography,
consensus protocol, and smart contract and presented BLOCKBENCH, a framework for
benchmarking private blockchains with different data processing workloads.

Whereas works of Andoni et al. (2019), Tang et al. (2019), Wang et al. (2020),
and Dinh et al. (2018) review the state of the art, improve consensus protocols, and
evaluate existing systems, our work presents a framework for identity management
and auditing. BFIF framework presented here could be implemented with different
technologies discussed in those reviewed works.

4 Federated identity and auditing framework

This section proposes the BFIF for generating and managing a unified digital identity
as well as for enabling users and business parties to track the use of their identities and
services. In this framework, there are two main stakeholders: business parties and users.
Business parties can play two roles: SPs deliver business services for users, such as
utility services, whereas IdPs act as authenticators for users when they access business
services.

Figure 2 Blockchain-based federated identity framework (see online version for colours)
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As depicted in Figure 2, a group of trusted business parties that have a common
user base or provide similar or complementary services comes together to form a
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blockchain-based circle of trust. The goal is to simplify service access for their users
and to achieve immutable auditing. Examples of parties that may form such a federation
include utilities, communication providers, and government organisations.

These parties become involved in a blockchain network to generate federated
identities for users and to carry out auditing. Any of these parties can authenticate users
to register in the blockchain network. Once the authentication process has been verified,
a federated identity is generated to enable a user to gain access to the parties’ services.
Users can then track all operations or actions that their federated identities were involved
in, and business parties can monitor the use of their services.

In a marketplace, two types of users are identified: infernal users (administrators
and auditors) and external users (customers). Both types of users communicate with the
blockchain network through a decentralised application (DAPP) (Wood, 2017). A DAPP
is the front-end that is used to make calls to the back-end running on a decentralised
peer-to-peer blockchain network.

BFIF back-end is based on six smart contracts deployed on the blockchain: SP,
federation policy, registrar, ID tracker, user and auditing. These smart contracts govern
and manage BFIF federated identity and auditing modules as shown in Table 1:

1 Federation administration module deals with the circle of involved business
parties and identity management policies.

2 Federated identity management module issues, updates, reactivates, and authorises
user identities.

3 Federated identity tracking module provides auditing features.

These modules and the roles of each contract in their operation are discussed in the
following subsections.

4.1 Federation administration module

The federation administration module uses two smart contracts: SP and federation
policy, which are depicted in Listings 1 and 2 respectively. The SP smart contract
enables the network administrator to build the circle of trust by adding (and removing)
involved business parties as SPs using addServiceProvider and removeServiceProvider
in Listing 1. This contract also enables SPs to add and remove services that they
provide to the network, using addService and removeService in Listing 1.

Listing 1 Service provider smart contract

contract ServiceProviderSC{

struct ServiceProvider {
string publicKey;
string name;
string city;
bool isActive;

}

struct Service{
address serviceProvider;
string redirect_url;
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string serviceld;
}
mapping (address=>ServiceProvider) serviceProviders;
// mapping serviceld to Service
mapping(string=>Service) services;
address owner;
modifier onlyOwner {

require (msg.sender == owner);

-

}

modifier onlyServiceProvider () {
require (serviceProviders [msg.sender ].isActive);

-

}

constructor () public {
owner = msg.sender;

function addServiceProvider(address providerAddress,
...) public onlyOwner{ }

function removeServiceProvider(address providerAddress,
...) public onlyOwner{ }

function isServiceProvider (address providerAddress)
public returns(bool){ }

function addService(string serviceName ,...)
public onlyServiceProvider{}

function removeService(string serviceName)
public onlyServiceProvider{}

Listing 2 Federation policy smart contract

contract FederationPolicySC{
enum IDENTITY_PROOFING {
SELF_ASSERTION,
REMOTE,
IN_PERSON
}

enum VERIFICATION_MECHANISM{
SMS,
EMAIL,
DOCUMENT
}
struct UserProfileField {
string name;
bool required;
bool updatable;
bool isActive;
VERIFICATION_MECHANISM verifyMechanism ;
}
IDENTITY_PROOFING proofingMechanism=
IDENTITY _PROOFING . SELF_ASSERTION ;
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UserProfileField [] fields;
event policyUpdated(string policyName, string
oldValue , string newValue);

function getProofingMechanism () public returns (string){}
function updateProofingMechanism () public {}

function addUserProfileField (...) public { }

function updateUserProfileField (...) public { }

function getFields () public returns (string){}

The federation policy smart contract illustrated in Listing 2 enables SPs to design
identity management policies. Each marketplace can adjust these policies according to
its established business practices.

Table 1 Smart contracts per module

Module Contracts Purpose
Federation Service provider e Register service providers
administration e Manage available services

Federation policy e Manage identity proofing settings
e Manage user profile settings

Federated Federation policy e Provide user profile information

identity Registrar e Register new users

management e Verify pending users
ID tracker e Track different identities that belongs to the same user
User e Manage active user accounts

e Reactivate accounts
e Support token-based user authorisation

Federated Auditing e Generate administration reports
identity e Generate identities’ usage reports
tracking e Generate services’ usage reports

The identity proofing settings (IDENTITY_PROOFING in Listing 2) enable SPs to
select among three methods to authenticate user information based on information
sensitivity and risk degree (Temoshok and Abruzzi, 2018):

o  Self-assertion: The self-assertion mechanism is suitable for a marketplace with
low-risk transactions. A simple authentication method (e.g., username and
password) can be used to authenticate users.

e  Remote identity proofing: This mechanism works for transactions with medium
risk. The user needs to provide an additional piece of information over a remote
session for a stronger authentication (e.g., uploading a copy of a driver’s license).

e In-person identity proofing: In-person proofing is the harshest method and the
best candidate for high-security levels. It requires users to present themselves in
person with supporting documents in front of an employee working in one of the



Blockchain-based federated identity and auditing 191

available IdPs. The employee must verify the documents and scan them to the
shared ledger. When the physical presence of a user is not possible, virtual
(remote) in-person proofing can be applied with a similar level of confidentiality
(Grassi et al., 2017).

Through the user profile settings (UserProfileField structure, addUserProfileField and
updateUserProfileField methods in Listing 2), SPs establish the required fields (e.g.,
address, phone number, e-mail). Each field can be setup as optional or mandatory,
updatable or not, and a verification mechanism (VERIFICATION_.MECHANISM) can
be set for each field. The verification mechanism may involve an SMS, an e-mail,
or uploading a verification document. Changes to policies trigger a policyUpdate
event, which records changes on the blockchain. The two smart contracts illustrated in
Listings 1 and 2 demonstrate the general principles of the smart contracts used in this
work. The remaining four contracts follow the same pattern, and their listings are shown
in Appendix.

4.2 Federated identity management module

The federated identity management module handles identity issuance/registration,
identity update, and account reactivation. These functionalities are accomplished by four
smart contracts: federation policy, registrar, ID tracker, and user as shown in Table 1.
The following subsections describe the collaboration of these four smart contracts to
deliver the required identity management functionalities.

4.2.1 Identity issuance/registration

The registration function enables users to register with the blockchain marketplace
and to obtain a unique digital federated identity. Users interact with BFIF’s DAPP to
initialise the registration process. Then the federation policy, registrar, ID tracker, and
user smart contracts interact with each other to complete the process. For instance, if the
remote identity proofing registration scenario has been selected, the registration process
follows the steps illustrated in Figure 3:

1 The DAPP interacts with the federation policy smart contract to retrieve the
required fields (getFields) for registration and to build the registration form
(buildRegisterForm) for a user to input data.

2 The user enters the requested information (setRegistrationData), including a
username and password. In addition, the user may need to submit confidential
documents according to the federation policy.

3 The DAPP creates a new account for the user (createAccount) together with a
private/public key pair. The private key is stored on the user device
(storePrivateKey), whereas the public key is stored on the blockchain. Next, the
DAPP invokes the registrar smart contract to register the new user (registerUser)
with the federation.

4  If no further verification were needed (e.g., in-person identity proofing), the user
smart contract is invoked (createUser) to create a digital identity
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(constructDigitalld) in the form of the hash value of the user’s profile fields. If
further verification were needed, the registrar smart contract would add the user
in the pending users list and wait for user verification through one of the available
SPs. Once the identity is created, the transaction is created on the blockchain, and
the user smart contract emits an event notifying the DAPP about the completion
of identity creation (userRegistered).

5 The DAPP extracts the blockchain transaction ID and invokes the user smart
contract (setTransactionID) to update the user profile.

6  Finally, the ID tracker smart contract is invoked to add the transaction ID to the

records of identities.

It is important to highlight the roles of public/private key pairs. Users’ public keys,
as well as SPs’ public keys, are stored on the blockchain. Although this increases the
quantity of data stored on the blockchain, it adds an additional layer of security by
ensuring these data are transported over the network encrypted, provide all blockchain
nodes with access to user’s and provider’s public keys, and place these keys under the
blockchain security mechanisms. As illustrated in Figure 4, any data sent from the user
are encrypted using the user’s private key. On the blockchain network, these data are
decrypted using the user’s public key, then encrypted using the SP’s public key and sent
to the SP. Finally, the SP decrypts the data using the SP’s private key. This approach
of using two private/public key pairs was chosen over a single key pair to enable the
blockchain to deal with unencrypted data and apply the blockchain mechanisms for the

storage.

Figure 3 Remote identity proofing registration process (see online version for colours)
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Figure 4 Data encryption in BFIF (see online version for colours)
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license or simply adding a second identification document. This phase is present in both
remote identity proofing scenarios and in-person identity proofing. A new federated
identity is created when new confidential documents are introduced. The ID tracker
smart contract keeps track of users’ identities (Figure 5). The change is captured using
two maps: the first map connects users to their federated identity constructed during the
registration process, and the second one constructs a linked list of federated identities
that are associated with the same user.

Figure 5 Data structures in ID tracker smart contract
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As illustrated in Figure 5(b), the second map is updated when a new federated identity is
produced. The map stores the chain of identity changes for that user. The latest identity
is the only active identity, identified by —1 for its second entry. The private and public
keys remain the same, and the blockchain triggers an event to inform the user about the
identity changes.

4.2.3  Account reactivation

Users may lose their identities or private keys due to malicious attacks or simply by
forgetting, resulting in an inability to access their blockchain accounts and services.
However, if an intruder gains access to the user’s federated identity and tries to access
the blockchain network, notifications are sent to the original user along with any
transactions that occur using that federated identity.
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If a breach occurs, a user can block the account and ask for an account reactivation.

A user can initialise this by answering specific questions related to the federated identity
profile or use of federation services.

Algorithm 1 Account reactivation algorithm

1: > Input userName (uname), newAccount (acc), questionAnswers (answers)
2: procedure REACTIVATEACC(uname, acc, answers)

3 oldUser + findUser(uname)

4 if verifyUser(answers) then

5: > copy data from the old user to the new one

6 newUser < createUser(acc, oldU ser)

7 deactivateU ser(oldU ser)

8 return true

9 else

10: return false

Whenever the user submits the verification answers, the DAPP creates the new user
account and submits the request to the user smart contract for fulfillment, as described
in Algorithm 1. First, the old user account is located, and access verified based on
answers to user-specific questions. Next, a new user account is created from the old
user’s data. Finally, the old account is deactivated.

4.2.4 Federated identity authorisation

The goal of the authorisation process is to grant users access to one of the SPs” managed
services by authenticating their federated identities. The wuser smart contract provides
a SSO authorisation to give users secamless access to the services provided by the
participating parties. Whenever the user logs in, a token is generated and used to grant
access to the service. If the user tries to access the same service again or a different
service and the token exists, the user is redirected directly to the service without login
prompts.

Each access attempt is represented by a transaction and is verified by the nodes in
the blockchain network and recorded in the blockchain ledger. Besides, once access has
been granted, a blockchain event is triggered to notify the user.

4.3 Federated identity tracking module

Federated identity enables users to access online services allocated in a marketplace.
These services encapsulate the processes of business parties and are usually developed
as stand-alone components regardless of the technical structure of the encompassing
business environment. Hence, auditing of services running inside business environments
such as a cloud or service-oriented architecture (SOA) are addressed in the defined
blockchain-based marketplace. Tejpar (2010) has discussed several dimensions that an
auditing process in a business service-based environment (e.g., SOA) should fulfill.
The proposed auditing process running within BFIF framework enables five auditing
dimensions, as shown in Figure 6.



Blockchain-based federated identity and auditing 195

e  Record keeping is the first dimension and the key aspect of the auditing process.
According to NIST standards (Swanson and Guttman, 1996), record keeping can
be seen as a digital log that should track the user associated with an event (who),
the event itself (what), the event timestamp (when), and the causes that trigger
that event (how). Similarly, in the blockchain technology, the transaction history
can be seen as an audit log. It keeps track of the transaction’s parties (who),
information about the transaction (what), transaction timestamp (when), and the
transaction type (how). For instance, in BFIF, a transaction type can be identified
as a smart contract function call that aims to accomplish a particular task (e.g.,
register a new user or access a business service).

e  Lifetime, or the duration of the audit data, represents the second dimension of
auditing. Notably, the blockchain, and consequently BFIF based on it, is by
design an immutable distributed ledger where all transactions are permanently
stored securely; recorded transactions cannot be updated or deleted, but only new
transactions can be added.

e  Protection, the third auditing dimension, is achieved through the tamper-proof
characteristics of blockchain data. Only identified peers inside the blockchain
network can have read-only access rights to the audit logs. All recorded
transactions are encrypted by cryptographic keys that protect them against any
unauthorised altering.

e  Problem detection is the next auditing dimension. Exploring and scanning audit
logs can help to identify any potential problems that might have occurred. For
example, in the case of incorrect logic inside a smart contract in BFIF, the audit
logs can help to trace and identify what has been run incorrectly. Moreover, the
blockchain technology maintains a history of all failed transactions and their
correlated exceptions. This information could also be used to analyse and solve
hidden problems during the implementation of different processes in BFIF.

e Intrusion detection is the last, but not the least dimension. Again, the audit logs
can also be used to detect intrusion into the constructed blockchain-based
marketplace. For instance, an intruder might gain access to users’ federated
identities or any relevant data. Intrusion detection often requires detailed data
analysis of stored logs to obtain an accurate picture of how the intrusion was
accomplished. For example, if an intruder compromises the private key and the
federated identity of a user and uses them to access the blockchain network, the
audit logs in BFIF can be analysed to follow the intrusion and its impact. Some
intrusions can also be detected in real-time, in which case the transaction will be
marked as invalid and will not go through the blockchain network.

In BFIF, the auditing smart contract is responsible for implementing the auditing
functionalities mentioned above. First, it enables SPs to add/remove auditors’ accounts
to/from the blockchain network. Second, the auditing contract permits the auditors to
generate readable reports for both users and business parties. Users’ reports contain
tracks of each use of users’ credentials to access business services, modifications to
their profiles, and updates to their digital identities. The business party report contains
records about service access and updates to federated identity policies.
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Figure 6 Auditing dimensions
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5 Prototype implementation

As a proof of concept and to evaluate performance, two demonstration prototypes have
been developed, one on the public and one on the permissioned blockchain network. The
Hyperledger Fabric and the Ethereum platforms were chosen as representatives of the
public and permissioned blockchain networks. Moreover, as those platforms use different
consensus protocols, it is expected that they will differ in performance characteristics.
For both prototypes, two servers with the following specifications were used: Intel i7
3.5 GHz, 250 GB solid-state drive, 32 GB RAM, with Ubuntu-16.04. Docker (2019)
images were used to setup multiple blockchain nodes on those two machines.

Public blockchain network: A test network has been constructed based on the
Ethereum protocol (Wood, 2017). Ethereum is a peer-to-peer network where every
peer stores a shared ledger and runs an Ethereum virtual machine to maintain the
network state. The creation of a new block in Ethereum requires that all members
of the network conform to the proof-of-work consensus protocol. With this
protocol, nodes compete against each other to complete transaction validation and
get a reward. The Ethereum test network has four nodes: one boot-node and three
miner-nodes. The boot-node does not keep any state of the blockchain; it helps
other nodes in the network to find each other. Miners are nodes that create blocks
inside the blockchain network.

Permissioned blockchain network: The Hyperledger Fabric (Hyperledger, 2019)
with Identity Mixer (Camenisch et al., 2013) implementation has been used to
develop the permissioned test network with one ordering service node, one Fabric
Certificate Authority Server node, one anchor node and three peer nodes. The
ordering service node is responsible for ordering transactions on a first-come,
first-serve basis among the connected peers within the established network. The
Fabric Certificate Authority Server node represents a root certificate authority for
managing the digital identities of fabric participants (e.g., users and SPs). The
anchor peer node is used to initiate gossip communication between peers. The
peer nodes are responsible for processing transactions and maintaining the state
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and a copy of the ledger. The consensus in Hyperledger Fabric is based on the

practical Byzantine fault tolerance protocol, in which ordering service nodes agree
on the system’s state (Androulaki et al., 2018).

Figure 7 Prototypes’ application stack (see online version for colours)

(-9
g Presentation React Framework
RPC Interface .
.
g é (Web3) Fabric Node SDK
=
% 5 Smart Contracts Chaincodes
o3
@& Protocol Ethereum Hyperledger Fabric
Public Permissioned

Figure 7 shows the two prototypes’ application stack. The blockchain environment
consists of three layers: protocol, logic, and API. The three layers are implemented
differently for the public and permissioned networks. The presentation layer is the same
for both approaches: the react framework (Facebook Inc., 2019) was used to build the
DAPP front-end.

6 Results and discussion

Like commonly known blockchain applications including cryptocurrency blockchains
(e.g., Bitcoin), the proposed BIFF tracks the exchanged transactions among the involved
participants while keeping immutable records of those transactions. However, the
proposed BIFF does not exchange currency between participants, but instead BIFF
transactions involve creating federated identities and accessing services provided by SPs.
The processes are governed by customisable policies and rules encapsulated in smart
contracts. This kind of sharing can be accomplished publicly among all the involved
participants or through private sessions between particular business participant according
to the sensitivity level of the sharing attributes.

The core performance aspects of federated identity management systems involve
performance of registration and authorisation services because those services represent
the majority of transactions in identity management systems; services such as revocation
and identity update only happen occasionally and do not have a major impact on the
overall performance. Consequently, this work evaluates BFIF performance on those two
services. Figures 8 and 9 show the performance of the registration and authorisation
services for a number of concurrent requests (users) ranging from one to ten for the two
implementations.

It is clear that Hyperledger Fabric outperformed the Ethereum public network. With ten
concurrent requests, Hyperledger Fabric was about four times faster than Ethereum for
both registration and authorisation services.

This difference is due to the nature of the consensus protocol and the transaction
lifecycle in the two networks (Androulaki et al., 2018; Moubarak et al., 2017).
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Figure 8 Registration service evaluation (see online version for colours)
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Ethereum uses the proof of work consensus protocol: all participants must carry out
time-consuming computation in the process of achieving a consensus, which negatively
affects service performance. On the other hand, Hyperledger Fabric uses the practical
Byzantine fault tolerance consensus protocol, where ordering service nodes come to
an agreement on the state of the system. This algorithm does not require extensive
computations like the proof of work, and only a subset of nodes (the ordering peers)
must reach consensus. Consequently, Hyperledger achieves much better performance
than Ethereum, as illustrated in Figures 8 and 9.

Figure 9 Authorisation service evaluation (see online version for colours)
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The second reason that Hyperledger Fabric outperforms Ethereum is the difference
between their transaction lifecycles. Ethereum uses the order-execute architecture to
update the shared ledger, where all submitted transactions are ordered and executed
on all peers sequentially. On the other hand, Hyperledger Fabric uses three phases to
achieve the same goal: execution, ordering, and validation (i.e., updating the ledger).
The three-phase approach enables peers to execute submitted transactions in parallel,
which helps to improve network throughput.

The use of blockchain technology supports the proposed federated identity
management system with several benefits, including:
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o  Transparency: Designed smart contracts in BFIF trigger blockchain events to send
notifications to users about the use or update of their credentials.

e  Consistency: BFIF keeps the distributed ledger consistent using the consensus
protocol. The user can be validated at any node within the blockchain network.

e  User privacy: BFIF addresses users’ privacy through anonymity: individuals in
BFIF are represented by anonymous keys, which help users hide their private
information and credentials.

e  Auditability: BFIF provides an auditing mechanism that makes it possible to
generate reports about the use of identities and services. Transactions become part
of blocks; validated blocks are added to the shared ledger and consequently
become immutable.

e  Availability: BFIF enables users to access services from any node in the network,
so that if a single node fails, the user will be able to access the blockchain from
another node. This capability is supported through the blockchain replication
features.

Moreover, BFIF implementation using the Hyperledger Fabric with Identity Mixer
module improves privacy in two dimensions: unlinkability and data exposure
minimisation. When each user is presented with an anonymous key, as is the case
with Ethereum-based BFIF, this key could be used to trace all transactions performed
by the user. However, the membership service provider (MSP) with Identity Mixer in
Hyperledger Fabric helps to avoid such linkability (Camenisch et al., 2013) by providing
different presentation tokens for the same key. The Identity Mixer algorithm also makes
it possible to minimise the amount of user data that need to be revealed to access a
service by helping to verify facts about an attribute without revealing its actual value.
For example, in a driver’s license scenario, when a service should be accessible only
by users over a certain age, the Identity Mixer validates the birth date of the signed-in
user inside the blockchain before passing a confirmation that this user meets the age
restrictions without exposing his/her actual birth date.

The proposed framework, because of its foundation on the blockchain, inherits
blockchain security and privacy characteristics. A number of studies focused on
blockchain security and privacy: Joshi et al. (2018) reviewed the security and privacy of
blockchain technologies, Jesus et al. (2018) discussed how blockchain secures internet of
things, and Meng et al. (2018) examined the blockchain in respect to intrusion detection.
The proposed framework assists in defending against various types of attacks such as:

e Data tampering and eavesdropping: The threat of illegal or unauthorised
tampering or interception of user data is reduced through the immutability of the
shared ledger and the data encryption feature.

e Phishing and spoofing: The username and password could be stolen by
redirecting the user to input them in a visually similar interface or by advanced
means of interception such as keystroke monitoring. In both cases, the intruder
will not be able to access the blockchain through BFIF because the user account
is also protected with another level of security, which consists of the
private-public keys generated by the blockchain itself.
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e  Repudiation: Users cannot deny any of the actions that they have already
performed due to the immutability of the distributed ledger and the auditing
mechanism provided by BFIF.

The use of blockchain technologies in the proposed framework offers a variety of
advantages as discussed; however, those technologies pose a number of challenges.
The most prominent one is scalability. Public networks such as Bitcoin and Ethereum
use the proof of work consensus protocol, which performs time-consuming transaction
validation. Moreover, those networks require all full nodes to validate each submitted
transaction. However, in the case of the Hyperledger Fabric, the permissioned network
can scale much better because it uses the practical Byzantine fault tolerance consensus
protocol and each node has a different business role such as endorser, committer, or
consenter (Moubarak et al., 2017). The improved performance was also demonstrated
in the experiments presented in this paper (Figures 8 and 9). Furthermore, researchers
are continuously working on improving the scalability of public blockchain networks,
including Ethereum and Bitcoin (Chauhan et al., 2018b, 2018a; Kim et al., 2018).

Smart contracts, like any other programmed software components, are exposed
to possible software faults that may lead to different consequences. The auditing
mechanism in BFIF provides the ability to review past smart contract operations as well
as the capability of deploying a new version.

If the private key is compromised together with the login information (username
and password), then the attacker can access the services. For such situations, BFIF
introduced the account revocation feature so that the user can revoke the account if
notified about an access that he/she does not recognise, as explained in Subsection 4.2.3.

7 Conclusions

The work in this paper describes a generic framework for blockchain-based federated
identity and auditing. Our study has introduced an automatic mechanism for issuing
and tracking federated identity in a distributed fashion for users to access online
services belonging to different business parties in a marketplace. The framework uses
the blockchain’s smart contracts to manage the processes of federated identity creation
and validation. The proposed framework also presents an auditing process to enable
both users and business parties to track all transactions relevant to their activities.
The performance of the framework has been tested on public (e.g., Ethereum) and
permissioned (e.g., Hyperledger Fabric) blockchain environments. The results show that
the framework performs better in the permissioned blockchain environment because of
differences in transactions validation and ledger block construction.

While BFIF presented here includes auditing the creation, modification, and use
of federated identities, future work will expand this by designing and developing
a complete blockchain-based framework for any data and/or services linked to the
underlying blockchain network. Data access (including read and write) or service use
will be recorded on the blockchain, consequently enabling provenance, supporting access
violation detection, or assisting with other audit-related tasks.

This work presented a prototype with two blockchain technologies, Ethereum and
Hyperledger Fabric, and performed evaluations with a small number of users. Further
experiments are needed to investigate how the framework will behave with thousands



Blockchain-based federated identity and auditing 201

of users. Moreover, with a large number of users, many transactions and audit records,
the blockchain itself will grow and studies are required to evaluate how this will affect
blockhain-based software applications.

Presently there are many blockchain-based initiatives and platforms with very little
standardisation or direct comparison (Andoni et al., 2019). To allow interoperability
among solutions and to support selection of adequate technology for a specific use-case,
standardisation and consistent evaluation procedures are needed.
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Appendix

Listing 3 Registrar smart contract

contract RegistrarSC{
struct User{
address userAddr;
string publicKey;
// mapping the field to its value
mapping (string => string) fields;
}
mapping (address => User) pendingUsers;
event userPending(address userAddr);

function addFields(string userAddr, string fields) public {}
function getFields (address userAddr)
public returns (string){}
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function registerUser(string userAddr, string publicKey)
public returns (bool) {}

function verifyUser(address userAddress)
public { }

function getPendingUsers() public
returns (string){}

Listing 4 User smart contract

contract UserSC{
struct User{
address userAddr;
string publicKey;
string digitalldentity;
string transactionlD;
// fieldName —> value
mapping (string => string) fields;
}
struct Token{
string username;
bytes32 token;
uint lifetime ;
}
// mapping username to User
mapping (string => User) users;
mapping (bytes32 =>Token) tokens;
event userRegistered(string username);
event userAuthorised(string digitalld , bytes32 token,
string url);
function createUser(string userAddr, string publicKey,
string fields) public{}
function setTransactionID (string username,
string transactionHash);
function updateFields(string fields) public {}
function getFields() public returns (string) {}
function reactivateAccount(string username, string userAddr,
string public key, string answers) public returns (bool){}
function authoriseUser(string serviceld, string username,
string pass) public returns (bool){}
function validateToken(string serviceld, bytes32 token)
public returns (string){}

Listing 5 ID tracker smart contract

contract IdTrackerSC{
// mapping transactionHash to first_identity
mapping (string => string) firstldentityMap;

/+* mapping first_identity to second_identity
and last_identity to —1 x/
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mapping(string => string) IdentityLinkedList;
event identityUpdated(string oldldentity ,
string newldentity);

function addldentity(string transactionHash,
string identity) public { }

function getUserldentitiesList(string transactionHash)
public returns(string){}

Listing 6 Auditing smart contract

contract AuditingSC{
struct AuditTrail {
string userldentity;
address serviceProvider;
AUDIT_TASK task;
uint timestamp;

}

enum AUDIT_TASK{
REGISTRATION,
AUTHENTICATION,
//track update of user data
DATA_UPDATE,

//track update in federation policies
POLICY_UPDATE
}
struct Auditor{
string name;
bool isActive;
}
mapping (address => Auditor) auditors;
modifier onlyAuditor () {
require (auditors [msg.sender ].isActive );

s

}

function addAuditor(address auditorAddr ,...)
public {}

function removeAuditor(address auditorAddr) public {}

function addAuditTrail(string userldentity ,...) public{}

// report about policy updates

function getAdminReport (uint startTime, uint endTime)
public onlyAuditor returns (string){ }

function getServiceProviderReport(address providerAddr,
uint startTime , uint endTime)
public onlyAuditor returns (string){ }

function getUserReportAudit(string userldentity , ...)
public onlyAuditor returns (string){ }






